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1 Introduction

During SA3#37 a new https usecase at the Ua-reference point was presented (S3-050147). It was claimed in the discussion that the TS 33.222 procedures can be applied without changes irrespective of whether https terminates on the UICC or the ME. This contribution examines open issues regarding this claim.

2 Overview

TS 33.222 describes three possible authentication methods for https/TLS usage. 

1) Section 5.3 describes a shared key based UE authentication with certificate-based NAF authentication. The shared key is used in http digest. This mechanism is mandatory to implement for both UE and NAF.

2) Section 5.4 describes a shared key based mutual authentication between UE and NAF. The shared key is used in pskTLS. This mechanism is optional to implement in UE and NAF.

3) Section 5.5 describes a certificate based mutual authentication between UE and application server. This mechanism is option to implement in UE and AS.

Both case 1 and 2 might be using a key Ks_int_NAF or key Ks_ext_NAF for UE authentication. For case 3, a certificate is used for UE authentication. This contribution deals only with cases 1 and 2. In case 3, GBA is only applied according to TS 33.221 to obtain a subscriber certificate.

3 NAF Aspects

3.1 Open issue: 

Shall the specification allow that a single NAF uses both, Ks_int_NAF and Ks_ext_NAF, with http digest or pskTLS over Ua? Does it make any difference whether the NAF is an Authentication Proxy?
A CR to TS 33.222, sections 5.3 and 5.4, is needed to clearly say whether this is permitted. If yes, a method is needed to signal to the NAF which of the two keys to use. The introduction of such a method would require a CR to TS 33.222, section 5.3. 
<Axalto & Gemplus>

A CR to TS 33.222 is proposed to address this issue.
An AP may have ASs behind him which partly require the use of Ks_int_NAF and partly Ks_ext_NAF. What if the AP cannot decide from the request which AS is requested (e.g. in the case of pskTLS)? 

<Axalto & Gemplus>

How is this issue solved with ME-based NAF-specific key? 
3.2 Open issue: 

In any of the two cases in 3.1 how does the NAF know which key the UE uses? 

The NAF cannot tell from the Ua protocol used (as e.g. in the MBMS case). If a single NAF may use either Ks_int_NAF or Ks_ext_NAF, but not both, the information could be configured into the NAF. Are there other possible methods for this case?  A CR TS 33.222, sections 5.3 and 5.4 would be needed to specify the method. If a single NAF may use both, Ks_int_NAF and Ks_ext_NAF, then a method is needed to signal to the NAF over Ua which of the two keys to use. The introduction of such a method would require a CR to TS 33.222, sections 5.3 and 5.4.

<Axalto & Gemplus>

TD S3-050188 proposed a solution consisting in sending a parameter in the http request sent by the UE to the NAF to indicate the type of NAF-specific and in using a GUSS flag sent by the BSF to the NAF. 
A CR to TS 33.222 is proposed to address this point. 
3.3 Open issue: 

In any of the two cases in 3.1 how does the NAF know which key the UE is allowed to use?

It is clearly not enough for the UE to signal its choice to the NAF as the NAF has to enforce the security level. This information could be configured locally at the NAF. If a single NAF may use both, Ks_int_NAF and Ks_ext_NAF, how can the NAF tell in Ua run which key a particular UE may use? In the case of http digest, it would be conceivable to base the decision on the url and local configuration information. But in the case of pskTLS no url is available. How would the issue be solved then?  A CR is needed. 

Should information regarding this issue be carried in the GUSS? If yes, a CR is needed.

<Axalto & Gemplus>

CRs to TS 33.222 and TS 29.109 are proposed.

3.4 Open issue: 

Should the specification allow that the NAF uses Ks_int_NAF if the UE supports this, otherwise Ks_ext_NAF?

If yes, how can bidding down attacks be prevented?

<Axalto & Gemplus>

One of the aims of the usage of a GUSS flag sent by the BSF to the NAF is to avoid down attacks. If the NAF receives a flag asking for Ks_int_NAF usage, then the NAF should not use Ks_ext_NAF. 
3.5 Open issue: 

Should the NAF have the capability to signal to the UE which key to use?

This needs to be discussed and, in case of a positive answer, a corresponding CR is needed.

<Axalto & Gemplus>

The application request comes from the UE, we do not foresee the need for the NAF to signal to the UE which key to use. 

3.6 Open issue: 

How are failure cases handled?

It needs to be specified what happens when the wrong key is used. Is there to be a retry with the other key, or some kind of signalling, or silent discarding?

4 UE Aspects

4.1 Open issue: 

What does it mean to terminate https on the UICC?

For TS 33.222, section 5.3, there are several possibilities: 

· TLS client and http client, including http digest, on the UICC.

· TLS client on the ME and http client, including http digest, on the UICC.

· TLS client and http client on the ME, only digest computed on the UICC.

· Other functionality splits between UICC and ME?

The first three choices all seem to make sense. In particular the variant, where only the http digest is computed on the UICC seems attractive from a performance perspective while at the same time enhancing security. But why should we mandate one particular choice and disallow others? Certainly, the security guarantees are different for the different choices. So, something must be said in the TS about the functionality split in the UE, otherwise the security level is unclear. Hence, a CR is needed. 
<Axalto & Gemplus>

The functional split foreseen is the first one “TLS client and http client, including http digest, on the UICC.
This will be mentioned in a CR to TS 33.222. 
For TS 33.222, section 5.4, there are several possibilities: 

· pskTLS client on the UICC

· pskTLS client on the ME

· split pskTLS client

Similar considerations as above apply.

4.2 Open issue: 

If several variants of the functionality split at the UE are permitted how are they signalled? 

Depending on the answer, a CR is needed to describe the method.

5 UICC Aspects

5.1 Open issue: 

In which standards is it specified how a TLS client, a pskTLS client and an http digest client  on the UICC communicate with a NAF?

It should be specified in TS 33.222 how these standards are applied. Probably something similar to slide 5 of S3-050147, but more detailed and complete, is required  
<Axalto & Gemplus>

3GPP TS 24.109 specifies how a TLS, pskTLS and https client on the UE communicate with a NAF. A CR to TS 24.109 is proposed to further detail the procedures address the existence of UICC and ME based solutions. 
6 Server and client roles

It was repeatedly mentioned in the discussions at SA3#37, and again in the contribution by Axalto and Gemplus entitled “HTTPS connection between an UICC and a NAF” sent to the SA3 list on 12 April that the use of Ks_int_NAF within TS 33.222 should be allowed as this was important for certain OMA specifications which use http servers on the UICC. The concept of http servers on the UICC seemed attractive to some operators. But it is clear that TS 33.222 assumes that the http client is located at the UE, and that the mentioned OMA specification cannot be supported, no matter what the outcome of the current discussion is. The introduction of a clarifying note in TS 33.222 seems therefore necessary.

7 Conclusion

It is clear from this open-issues contribution that the required changes will not only affect TS 33.222, but might also affect CT1, CT4 and CT6 specifications depending on the answers of the respective open issues. In order to avoid incomplete and partial solutions, SA3 needs to understand all requirements first with respect to the to-be-supported configurations.

