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1
Introduction

During the last SA3#37 meeting the discussion on the usage of Ks_int_NAF for HTTPS between a UICC and a NAF was triggered. Due to the short notice, most member companies had difficulties investigating the detailed impact of the proposal. The proposal raised issues on possible impacts on the core network and the NAF. In this discussion paper we provide a list of open issues and solution approaches. The approaches take into account, that there might be other use cases, that are not yet determined and that the solution mechanisms should be generic and flexible enough to avoid repeated specification work. The presented solutions also take into account different control models e.g. keep the home operator in control for visited NAFs.

2
Discussion

The GAA and GBA specifications have been an evolutionary process. The MBMS specific GBA_U part was introduced during the work to provide security for the MBMS application. Till now, the usage of the GBA_U specific Ks_int_NAF key was bound to the MBMS application. The usage of the Ks_int_NAF keys is “hard-coded” in the NAF server providing the MBMS service. The usage and storage of Ks_int_NAF is defined by the derivation and definition of the MBMS service in the NAF and in the UICC. 

The usage of Ks_int_NAF for HTTPS between the UICC and an external entity raises some open issues. During the last SA3#37 meeting the possibility of further use cases was mentioned and a summary of the discussed items was provided prior to this document to the mailing list. A deeper analysis and impact study of the outlined use case is done in this document. Some outlined issues can be solved directly by SA3, others need involvement of other groups. The outlined solution approaches are future oriented in the sense, that the introduction of further use cases should be easy and have a minimal impact on the core network and UICC.

· Need for change in the CT1 specification TS24.109

The CT1 specification TS24.109 specifies in 5.1, 5.2.1, 5.2.2, 5.3.3 and also in the Annexes only the usage of one key. If there are put more than one key types, then the specification would need to be extended, especially with regard to the choice of key type to be used in GBA_U case and entity to communicate with.

· Requirement for such an application?

Some member companies considered the presented use case as useful, but due to time constraints most member companies could not reflect fully on that presented use case. Also, SA1 had no opportunity to evaluate the service need for such an application.

· Home operator control for key usage

In case of a visiting NAF and a home BSF it is likely that the user will be billed by his home operator, hence the home operator should be able to force a security level that corresponds to his policy. If the key choice is locally hard coded in the NAF, then the home operator has no control over the key choice.

· The NAF needs to know which key to use
For the MBMS service the usage of the key and the knowledge which key to choose is hard coded into the NAF. To avoid security downplay attacks, it must be insured that the NAF uses the highest level of security available. A new application e.g. HTTPS would require also some decision logic which key to use. Several approaches with varying flexibility are possible:

(1) This can be hard coded and specified again for the NAF (similar to MBMS specification TS33.246) or different URLs for different keys could be used. But the different URL approach causes problems, if the ME and the UICC access the same service.

(2) The decision which key to use can be hard-coded in the BSF. The BSF would then dictate to the NAF which key to use, by only delivering the relevant one. But in case there are many BSFs, every one of them would need to know which key to use.This is inconvenient if a user gets a new USIM and the data has to be updated or a new use case for the Ks_int_NAF key is introduced.

(3) BSF uses AVP parameter to indicate the key usage. Again, maintainance and integration of new applications would require some larger effort. 

(4) Usage of USS / GUSS which are stored in HSS for this purpose. This would have impacts on CT4 and CT1 specifications TS 29.109 and TS 24.109. This solution would introduce a new flag or field in the USS that indicates which smart card the user has. If the user has a new smart card or a new service is introduced, then this could be centrally updated in the USS.

· Authentication Proxy management and TLS issues

The authentication proxy would need to make the decision which key to use for each service provider. This can either be done with default Ks_ext_NAF, a table for key usage or an indication via URL. How can Ks_int_NAF be used with PSK TLS. With PSK TLS only the DNS name of the NAF is transferred, not the whole URL and the URL can not be transferred during the handshake. Hence in PSK TLS we can not indicate the key usage during handshake, so a DNS name for each key type would be needed. There is also no TLS extension that could be used for the transfer of this information.

Normal TLS can work with both keys indicated in the URL. But, still the home-operator should be put into control on key type usage in the case the NAF resides in a visited network.

· Need for defintion of new dedicated key storage in UICC to avoid overwriting and mixing up of keys?
The NAF specific keys are currently generated for the very specific MBMS purpose. The introduction of a new use case for the Ks_int_NAF key would pose a new purpose. The new NAF keys can be generated locally and then these keys are updated in the card. If there are one or more new applications, beside MBMS, then it should be avoided that they overwrite each others keys or the wrong keys are used (the service might become unusable that way). For MBMS there is a specific file structure for key storage. There are several possible ways, either to define for each new application a new file storage system in CT6 or to define a more flexible mechanism to create a new file storage system in case of introduction of new services (but considerations to avoid Denial of Service attacks against the card should be made). Another approach to solve this, would be the introduction of a key usage flag or field into CT6. This issue might be solved by using different NAF identifiers for different key usage in case the UICC and the ME access different services. If the ME and the UICC access the same service with different keys, then this approach does not work.This approach also causes some trouble, when using PSK TLS. 

· Need for new dedicated command parameters 
If there is more then one use case for the Ks_int_NAF key and the storage is separated, then we need dedicated new command parameter to store, update, delete the keys in CT6. New command parameters could also be used to indicate the security context and key useage type.

· How can the UICC application initiate the key generation and the bootstrapping? 

If an application in the UICC needs to use GBA and no bootstrapping session is available, it needs to trigger the ME to initiate the bootstrapping. The NAF key list is a list of keys that the terminal will select based on the the NAF involved. Currently, there is no possibility for the USIM to generate NAF keys based on a specific key in the GBA security context in the CT6 specifications. I.e. it is not possible to generate different NAF keys from different main keys. The structure of the Authenticate command would need to be modified to indicate the key usage in the GBA context and this would have an impact on the ME. The key indication would need to be changed in such a way that the constant update of the authenticate parameter P2, to add new key references is avoided, else there might not be enough P2 values. Does the usage of bootstrapping triggering command by UICC cause any errors if no Ks_int_NAF is available?

· How can the UICC resident Java application access and use the Ks_int_NAF key? 

The UICC application needs to obtain the Ks_int_NAF, for this it cannot use the same commands as the ME, since the Ks_int_NAF is not given to ME. How is the Ks_int_NAF key communicated to the Java application? This relates also to the question, how can the right USIM application be selected which supports GBA. This can be solved by automatic application selection, that is restricted to the last applications being active, that means at some point having been selected by the user. It is not possible to have an automatic application selection of a USIM that supports GBA.

· How do USIM application and UICC using ks_int_NAF interact?

Beside the key access issue mentioned above, S3-050147 describes the architecture of the HTTPS connection between UICC application and the NAF i.e. how BIP can be used. But it does not describe the interaction between USIM and the UICC, for security reasons it is necessary to have the full architecture to avoid introducing a security whole by introducing a “malicious” Java application that sends out the ks_int_NAF key.

· Need for new dedicated authentication mode for the new use case(s)
A dedicated authentication mode for the HTTPS usage should be discussed in CT6 and SA3. During the key generation it the purpose and usage of the keys should be known. 

· Need for more details on the use case(s)

The use case mentioned during the meeting was a Java application inside the card that wants to establish a secure communication using Ks_int_NAF. To understand the security need, impacts and the key handling better it would be good to know what kind of application this would be.

3
Conclusion   

The use case of HTTPS from UICC to NAF raise some open issues, that need to be addressed and discussed. The control point for key type usage should be with the user’s home operator. 

For that reason further study on that issue should be conducted to evaluate the full impact and the choose best solution approach.

















































