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1 Introduction

SA3 sent an LS [1] to SA4 and CN1 where it was proposed that the details of MBMS security related HTTP procedures should be specified between SA3 and SA4 and that CN1 TS 24.109 [2] would not specify MBMS security procedures. This contribution describes how the MBMS security related HTTP procedures could be implemented in the specifications.

2 Discussion

MBMS security is related to the following HTTP procedures:

· Bootstrapping procedures (including bootstrapping, initiation and re-negotiation)

· HTTP digest authentication (this is used to protect the MSK request and Associated delivery procedures)

· MSK request procedures (this can have several triggers, e.g. service announcement, missed key update, BM-SC solicited pull)

· Associated delivery procedures in SA4 TS 26.346 use HTTP 

Bootstrapping as such is independent of MBMS application. The stage 3 details of bootstrapping procedures are described TS 24.109. For bootstrapping it is proposed to refer to TS 33.220 [3] for stage 2 and to TS 24.109 for stage 3 description. Bootstrapping initiation and re-negotiation are application specific Ua interface procedures. It is proposed that stage 2 of bootstrapping initiation and re-negotiation are specified in TS 33.246 [4] and that TS 24.109 is referred for stage 3 description. Even though TS 24.109 does not explicitly mention MBMS security, it should be possible to refer to that TS from TS 33.246.

HTTP digest authentication can be applied to any HTTP interaction. The stage 3 details of HTTP digest authentication procedures are described TS 24.109 in a way that is independent of the purpose of the HTTP procedure. It is proposed that stage 2 of HTTP digest authentication is specified in TS 33.246 and that TS 24.109 is referred for stage 3 description.

The stage 3 details of MSK request procedures are not currently specified anywhere. It is proposed that the exact message format of HTTP messages and an example signalling flow are specified as annexes in TS 33.246. 

The associated delivery procedures are specified in TS 26.346 [5]. It is seen sufficient that TS 33.246 specifies that HTTP digest authentication is used to protect these procedures. 

It is also proposed that MBMS specific HTTP error procedures are specified as annex in TS 33.246.

In addition to the HTTP procedures, the exact format of security parameters in service description and the format of HTTP payload for MSK request need to be specified. SA4 TS 26.346 already has placeholders for the security parameters in service description, therefore it is natural that SA4 specifies them. Since SA4 uses XML to define the service description and since both the security parameters in service description and the HTTP payload for MSK request include a list of MSK IDs, it is proposed that SA4 TS specifies the HTTP payload as XML schema. This XML schema should be registered in IANA as a vendor specific MIME type, for example as “application/vnd.3gpp.mbms-msk+xml”. This follows the approach how B-TID and lifetime are specified for Ub interface in TS 24.109.  

3 Conclusion & Proposal

This contribution has proposed how MBMS security related HTTP procedures are handled in the specifications. The proposal in implemented in TS 33.246 with the accompanying CR.
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