Work Item Description

Title

2G GBA: 2G SIM usage in 3GPP GAA framework

1

3GPP Work Area

	
	Radio Access

	
	Core Network

	
	Services


2

Linked work items

GAA and Support for subscriber certificates (SEC1-SC)

3

Justification

GBA is currently based on 3G USIMs and ISIMs, i.e., 3G GBA [TS33.220]. The security level of 3G Authentication and Key Agreement is higher than the 2G SIM authentication. On the other hand, there are more than one billion people with SIMs in their phones and it will take long time to provision UICCs capable of 3G authentication to such a large population. In the meanwhile there should be a way to offer services whose authentication is based on GAA also to 2G subscribers. However, if it is possible to choose between 2G and 3G authentication procedures between a particular UE and the BSF, then it should be ensured that the 3G authentication procedure is chosen, because it is more secure. Moreover, the support for 2G GBA should be completely under MNO control. We suggest studying and outlining possible 2G GBA approaches. It should be noted that the work outlined in this WID does not cause any change needs to the existing SIM specifications, in particular GBA_U as in 3G will not be included in 2G GBA.

4

Objective

This work item will specify how 2G SIMs can be used in 3GPP GBA framework securely. The support for 2G GBA is completely under MNO control, i.e., the BSF would be configurable either allow or disallow 2G GBA.

5

Service Aspects



None identified

6

MMI-Aspects



None identified

7

Charging Aspects



None

8

Security Aspects



This is a security work item.

9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	X


10
Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s)

Silke Holtmanns (Nokia)
12

Work item leadership

TSG SA WG3

13

Supporting Companies

Nokia (at least 4 Individual Members)

14

Classification of the WI (if known)

	
	Feature (go to 14a)

	X
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

SEC1-SC (GAA and support for subscriber certificates)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

