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*** BEGIN OF CHANGES *** 

*** BEGIN OF CHANGES *** 

4.2.5 Link layer security requirements 

Editors note: This section is FFS, LS (S3-030167) sent to SA2 group on 1) the need for requiring 802.11i in TS 
23.234. SA2 to explain the impact (if any) a change of technology from 802.11i to WPA would have on 
the standardisation work. 2) SA2 to study the architectural impacts of implementing protection on Wa 
interface 3) SA2 to Investigate the importance of specifying specific WLAN technologies to be used for 
the WLAN access network. 

Most WLAN technologies provide (optional) link-layer protection of user data. Since the wireless link is likely to be the 
most vulnerable in the entire system, 3GPP-WLAN interworking should take advantage of the link layer security 
provided by WLAN technologies. The native link-layer protection can also prevent against certain IP-layer attacks. 

Areas in which relevant requirements are defined are: 

- Confidentiality and integrity pProtection of user data; 

- Protection of signalling; 

- Key distribution, key freshness validation and key ageing. 

These requirements are out of scope of 3GPP. IEEE has defined the security requirements and features for the link layer 
in WLAN access networks, see IEEE 802.11i [6]. Other WLAN access technologies are not excluded to be used 
although not described here. 

4.2.5.1 Void Protection of user data 

User data transmitted over WLAN link layer should be protected against eavesdropping, modification and replay attack; 
some data protection protocol should be used to achieve this. If IEEE 802.11 is used as WLAN technology, TKIP or 
CCMP can be used, but WEP is thought not secure enough to be a candidate. 

4.2.5.2 Void Protection of signalling  

NOTE: signalling protection is FFS. IEEE 802.11i [6] doesn’t provide signalling protection of link layer, so there are 
threats of DoS attacks by replaying some control frames. 

4.2.5.3 Void Key distribution, key freshness validation and key ageing 

Key materials generated during EAP authentication can be used for link layer data protection directly or by key 
derivation. EAP authentication methods should ensure the security and freshness of key materials. 
Encryption keys for link layer data protection should be aged after some period of time or some volume of traffic 
encrypted. Before the keys are aged, some mechanism (e.g. UE-AP handshake) should be used to update them. 

*** END OF CHANGES *** 
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