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*** BEGIN OF CHANGES *** 

5.4 VoidVisibility and configurability 

5.4.1 Visibility 

Security visibility contains what is visible for the subscriber regarding the actual protection the subscriber is provided 
with. Following security features or related information should be visible to the user: 

 - USIM-based WLAN access authentication result (success or failure), and the reason if failed. 

- UE-initiated tunnelling authentication result (success or failure), and the reason if failed. 

- Whether link layer protection is implemented. 

- Whether tunnel protection in 3GPP IP access is implemented. 

- Whether user permanent identity is sent in clear text during authentications. 

5.4.2 Configurability 

Security configurability contains what the subscriber shall be able to configure: 

- Enable/disable link layer protection, and decide what cipher and security strength to use, i.e. the protection 
protocol and key length, etc. 

- Enable/disable EAP-SIM authentication in WLAN direct IP access authentication and 3GPP IP access 
authentication, when UE contains a USIM.  

- Enable/disable fast re-authentication in WLAN direct IP access. 

- Choose which network to access in 3GPP IP access, foreign network or home network. 

- Configurations in 3GPP IP access: 

- Configure the certificate trust anchor, i.e. root CA certificate to verify PDG certificate. 

- Choose the method to check the validity of PDG certificates, i.e. CRL or OCSP (see section 6.6A). 

- Configure the OCSP responder certificate to verify OCSP response. 

- Enable/disable tunnel encryption, and choose the cryptographic suite of IPsec ESP (see section 6.6). 

- Enable/disable sending user permanent identity in clear text. 

*** END OF CHANGES *** 
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