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1
Introduction

The relationship between Liberty and GAA has been brought up during several SA3 meetings. As GAA has become mature, its relationship and possible overlap areas with Liberty can now be identified more clearly. In this contribution, we point out the details on the possible relationship between GAA and Liberty, and invite further comments on the details of the relationship and possible interaction methods. 

Below is a list of previous contributions on Liberty and GAA relationship:

-
Discussion document on Bootstrapping and Subscriber Certificate Use Cases that includes the Liberty use case (SA3-030407, Nokia) from SA3#29 meeting

-
Introductory Presentation on Liberty Alliance (SA3-030764, Nokia) SA3#31 meeting

-
Presentation on synergies between Liberty Alliance and 3GPP (SA3-030719, Nokia) SA#31 meeting

-
Discussion document on the Relationship between GAA and Liberty (SA3-040813, Vodafone) SA#35 meeting

2
Discussion

Liberty Alliance Project (LAP) defines in the Identity Federation Framework, ID-FFhttp://www.projectliberty.org/resources/specifications.php#box1, specification a family of protocols (). Those protocols enable reuse of an authentication done at an Identity Provider (IdP) for user authentication towards a Service Provider, that trusts this authentication confirmation of the IdP. LAP does not specify the actual means of authentication, but leaves that for agreement between the business partners. The Liberty Alliance specifications just use the provided authentication means without restricting the type of authentication mechanism, to enable easy integration with the existing infrastructure and legacy authentication mechanism (e.g. username / password). GAA, which is specific to mobile subscribers, is one of the methods that can be used to provide the authentication mechanism for Liberty. For example, the Liberty Identity Provider (IdP) can act as a NAF, as depicted in figure 1 (see also S3-030407, and S3-040719). This configuration setting would not provide any overlap in provided functionality. GAA would be used to authenticate the UE towards the IdP (via HTTP digest authentication). After the HTTP digest authentication, the LAP protocols towards Liberty SPs would be used, as outlined in the message flow diagram below. An advantage of this mobile specific configuration is that the authentication will then be more secure and user-friendly as compared to passwords.
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Figure 1. Example of Liberty IdP working as a NAF
Ericsson fully agrees with this view on how a particular deployment would be able to combine 3GPP-GAA and LAP technologies in order to perform user authentication. This is a feasible set-up based on 2 standard technologies completely dependant on deployment policies and not requiring in our view any additional standardization.
3

Potential topics for further studies

First, Vodafone contribution (S3-040831) stated that the BSF provides a similar functionality then the Liberty IdP. Hence the IdP could also be co-located with GAA's BSF. The details of this approach are yet unknown and require further studies.
To this point, Ericsson would like to highlight in the first place that this particular combination of standard functionalities into one particular implementation is something perfectly possible without the need for any specification process.
Secondly and while agreeing that IdP and BSF performs similar functionality, Ericsson would like to point that this is not quite the same. Within the scope of a Liberty ID-FF SSO process, the IdP is responsible of authenticating the user (rather the role of the GAA-NAF function) while in the scope of GAA, BSF is responsible of authenticating the user as well but with the ultimate goal to be able to generate some key material that will be later on distributed and utilized in a subsequent user authentication process between the UE and the NAF. This difference in concept is already highlighted by the original Nokia´s contribution in its second topic below. 
This means that if an LAP-IdP implementation chooses to bundle 3GPP-NAF and BSF functionality the result would be that the same implementation would be conducting two consecutive user authentication processes … one acting as BSF and another one acting as NAF.
This situation will not be very optimal from an implementation point of view and less optimal from an standards point of view.
Second potential topic for further studies is the case where Liberty SP and GAA NAF are co-located, then the SP supports both Liberty protocols and GAA’s NAF functionality. There is a functionality needed which authentication method it should use based on the Service Provider requirements and UE's capabilities. If the Liberty Service Provider (SP) is compared to GAA's Network Application Function (NAF), the difference is that with the Liberty protocols the SP gets authentication confirmation, but it does not get the keys of the terminal. In GAA the NAF gets the keys and the authentication confirmation. With Liberty, the SP has to verify the SAML assertion given by the IdP., In GAA, the NAF has to authenticate the UE using the GAA credentials (i.e., B-TID, and Ks_NAF). 
Right, here it is clearly presented the conceptual difference between the two authentication models used by Liberty and 3GPP-GAA. SPs shall be able to work with the two of them and it is assumed that SPs will use one or the other depending on (deployment/business) policies amongst other things. From GAA TR 33.919 …

“Depending on network configuration and policies of the operator, an AS or an AP will be able to use any of the alternatives provided by GAA or even any other user authentication mechanisms specified outside of 3GPP if such mechanisms are at their disposal. It is therefore assumed that an AS and an AP should be able to take the decision what parts of GAA shall be used if any.”

GAA bootstrapping initiation process already provides coverage for this. When an SP receives a service access request (without GAA bootstrapping info) it shall decide whether to redirect the UE to the BSF or execute any other action like for example initiate a Liberty ID-FF Authentication Request instead.
Third, Liberty Alliance project also does not provide guidance on the interfaces between IdP and the backend, “legacy” databases (or how the IdP is organized “internally”). Thus, if the “legacy” database is HSS, the GAA Zh inteface might be a good complementing functionality. But further studies might be required there.
The reuse of specific components of 3GPP-GAA could be something desirable. In particular the reuse of GAA Zh interface in order for the IdP to be able to fetch authentication vectors from e.g. HSS would be beneficial. Furthermore, the use of these fetched AVs via Zh interface in order for the IdP to further execute user authentication via http-digest-AKA would be also interesting. 
However, Ericsson wonders which additional standardization work would be required here. It is out of the scope of Liberty to specify the details of the different authentication mechanisms being used and 3GPP already provides the interfaces that a possible deployment/implementation might require.
An open issue with GAA and Liberty interworking is that Liberty Alliance requires in their SAML tokens timestamps for the authentication. However, GAA currently only offers an expiry timestamp of the bootstrapping key to NAFs, not the timestamp of the exact timestamp when the bootstrapping was performed.
The timestamps required by the Liberty Alliance SAML assertions corresponds to the actual time when the IdP authentication took place. This is a data perfectly known by the IdP since, this is the entity that executes or orders the execution of the authentication process. An IdP also acting as a NAF will be therefore capable of providing the correct information for the Liberty interactions as this will be a different data from the actual timestamp of the bootstrapping process.
Finally, Liberty Alliance has introduced the notion of authentication context as a quality measure for the authentication, and they specified some examples for authentication contexts. 3GPP could specify a GAA specific authentication context for Liberty.
3GPP-GAA specifications provide a number of mechanisms for distribution of credentials between UE and NAF functions (via BSF function) and with the exception of the mechanisms defined at TS 33.222 for the set up of a secure HTTPS session, they do not further define the actual authentication mechanism that the NAF function ultimately executes in order to authenticate the UE using the credentials obtained via GAA mechanisms. 

The authentication context information included within a Liberty SAML assertion corresponds to the details of the authentication mechanism performed (or ordered) by the IdP (the details of the authentication mechanism executed by the NAF in this case). It will be therefore not 100% correct to define an authentication context for GAA since GAA is not primarly addressing the NAF authentication mechanism but rather the means for the NAF to get the credentials for a the actual user authentication.
It would make sense however to investigate if there is any extra work required in order for an IdP to use http-digest-AKA as a valid authentication mechanism within the Liberty ID-FF. After an initial analysis, the already defined authentication contexts for “MobileOneFactorUnregistered” and “MobileOneFactorContrat” will be already providing good coverage for a user authentication performed by the IdP using http-digest-AKA. Even, http-digest-AKA might be also already considered as a fundamental step for the “MobileTwoFactorUnregistered” and “MobileTwoFactorContrat” authentication contexts.
Please refer to chapters 5.2.3 to 5.2.6 in Liberty ID-FF authentication context specification. The whole specification is attached to this contribution and can be also found at the public Liberty site … http://www.projectliberty.org/specs/draft-liberty-authentication-context-1.2-errata-v1.0.pdf.
4
Conclusion

As briefly described in this paper, the Liberty Alliance protocols can use GAA as authentication method for mobile subscribers. The authentication will then be more secure and user-friendly as compared to passwords. Most straightforward way is to implement this is to add NAF functionality to Liberty IdP. To further support this functionality, SA3 could specify a GAA specific authentication context for Liberty.

Possibile Liberty Alliance and GAA overlaps and other synergies are FFS.
Ericsson conclusion is that it is perfectly possible to combine 3GPP-GAA and LAP technologies with no extra standardization effort. All possible combinations (LAP IdP as NAF and/or BSF) are deployable although some of them will not make sense from an implementation point of view (LAP IdP acting both as NAF and BSF).
In this area, Ericsson would rather ensure that a Liberty IdP is able to use http-digest-AKA authentication as a valid user authentication mechanim within the Liberty ID-FF. It should be investigated what extra standardization efforts should be required (if any) in order to achieve that and where the corresponding activities should be executed (3GPP-SA3 and/or Liberty).
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