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1 Introduction

The Push solicited pull MIKEY message was defined in order to efficiently trigger the UE about a needed MSK-update. Three examples usecases are described within the TS 33.246. This contribution analyses the usecases and the specific push solicited pull procedure and proposes to enhance the reliability of the MSK delivery. 
2 The use of MIKEY solicit-messages.
2.1 Analysis of the example usecases. 
Three example usecases of MIKEY solicited-pull messages are included within the TS within section 6.3.2.2.4

“Examples of such situations are when the BM-SC wants the UE to authenticate itself during the service or when the MUK has expired or when the BM-SC wants to re-key all UEs.”

1) For the first usecase it is doubtful if security is enhanced by using the solicited pull method for ‘in-service authentication’. It is unclear if the whole duration of the MBMS-service is meant or only during the active transmission period of the MBMS service. But independent from this, the question can be posed what fraudulent case this mechanism would detect? An MBMS UE is allowed to go offline and therefore will not respond to the MIKEY solicit-pull message. An MBMS UE will be authenticated anyhow each time when a ptp http procedure between the UE and the BM-SC is executed. Using the MIKEY solicited-pull method for triggering an authentication run is considered a waste of network resources; hence it is proposed to remove this first usecase from the list of examples (see proposed CR).

2) For the third usecase in order to re-key all UEs, the BM-SC will need to send individual MIKEY messages to all active reachable UEs which belong to that service. It may be more efficient to use a broadcast channel announcement channel for this purpose, but that currently does not contain any means to indicate MSK ID (See NOTE section 6.3.2.2.2 Initiation of Key management) and has the disadvantage that the originator of the announcement message cannot be authenticated. So here no changes are proposed and the usecase is considered valid.  
3) The second usecase has an unclear purpose (I.e. when the MUK has expired) because the MIKEY message needs a MUK for the MAC since the MIKEY message needs to be integrity protected. Specification TS 33.246 does not contain any specification on MUK/MRK-lifetime. The lack of MUK-lifetime specification in TS 33.246 could be interpreted in different ways. The most obvious interpretation is to refer to TS 33.220 specified Ks_xx_NAF key lifetime concept and to handle this very strictly. In the next section it will be shown that this may lead to an inefficient MSK handling.
2.2 MUK-lifetime handling
According to TS 33.220 a NAF has a means to trigger a GBA-bootstrapping by using a ‘negotiation indication required’ in the http response message. This method is useful for UE initiated Ua-services where the UE uses a non-expired GBA-key but the NAF policy requires an earlier NAF key refresh.
For MBMS that also contains NAF (i.e. BM-SC) initiated ptp-messages (e.g. like the solicited pull), it may happen that there is no valid MUK anymore at the BM-SC, or the MUK is considered expired at the moment that the message is processed at the UE. A UE behaving strictly on the lifetime shall reject all MIKEY messages which uses a MUK with expired lifetime. Such a MIKEY Message will therefore be rejected in a similar way as if it is mall-formed or contains a wrong MAC. So whenever this happens, the push-solicited pull procedure fails, and the UE will have to wait for a new MSK triggered by a mismatch. So with a strict MSK lifetime interpretation at the UE, the push solicited pull mechanism will fail in the circumstances that are described above. The negative effect is that the MSK update will be delayed until there is a UE-initiated ptp connection to the BM-SC (e.g. due to ptp repair necessity or MSK key mismatch detection at the UE). It should be avoided that the latter of the two happens for many UEs at the same time as it might lead to a burst of MSK key requests to the BM-SC.   
A design goal is to have reliable MBMS services, without much key management overhead i.e. the UE needs to have the MSK well in time before it is used for MTK transfer. Otherwise the UE could miss the actual start of a session if the MSK fetching takes too long. 
One solution it to require that MTK-updates are send to the UEs well in time (∆) before the MTK is being taken into use. This might require that the MBMS-bearers (including a different port for the MTK-updates) have to be set-up some time ∆ before the actual MBMS session starts. Such an MTK-update message could even include a dummy MTK-value or an MTK-value that would be skipped from using. This limits the MTK-exposure time to a minimum. A UE that cannot validate the correctness of the MIKEY MTK message (because the MSK-ID is unknown and that the MTK-ID is allowed) will have no assurance of the integrity of the message. A DoS attack is therefore possible (injecting messages with unknown MSK-ID on the MBMS bearers), but note that this vulnerability is applicably to the MSK-ID mismatch UE behaviour in general. This seems to be configuration issue and therefore needs no specification modifications. 
Another solution would be allowing the use of an expired MUK (i.e. beyond the BSF indicated key lifetime) for the Push solicited pull message exclusively. In order to ensure that the MSK-payload is protected with a fresh MUK, the BM-SC shall use a ‘negotiation indication required’ in the http response message of the in clause 6.3.2.2.1
 specified Basic MSK retrieval procedure (S3-040889) if the UE did not use a fresh MUK. The UE should use a valid GBA-Key for the first http-request following the solicited pull MIKEY message that uses an expired MUK Key. The BM-SC and the UE therefore always need to store the last negotiated MUK (even if it is expired) in order to serve as a means to authenticate the push solicited pull MIKEY message. Performing no authentication on the push solicited pull MIKEY message would make it a tool for a hacker to perform a DoS attack to the BM-SC. The solution that was described in the previous clause seems to complement the ‘expired MUK’ solution in that it serves those MBMS-users which could not be reached by the BM-SC or where the push solicited pull MIKEY message over UDP was lost. 

[image: image1]
3 Conclusions

This contribution has shown that a strict MUK–life handling at the UE will create additional key management messages which could be avoided. It is proposed to allow the reuse of a MUK beyond the indicated ks_xx_NAF key lifetime settings only for the purpose of sending a push solicited pull MIKEY message.  
It is proposed to approve the change requests that are available as attachment to this contribution.
4 Appendix (Section 6.3.2.2.4)

This appendix contains the content of TS 33.246 section 6.3.2.2.4 i.e. after approval of CR021Rev2 (S3-040889 from SA3#35)

6.3.2.2.4
BM-SC solicited pull

While the push is the regular way of updating the MSK to the UE, there may be situations where the BM-SC solicits the UE to contact the BM-SC and request for new MSK. Examples of such situations are when the BM-SC wants the UE to authenticate itself during the service or when the MUK has expired or when the BM-SC wants to re-key all UEs.
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Figure 6.3: BM-SC solicited pull

The BM-SC sends MIKEY message over UDP to the UE. The MSK ID in the extension payload of the MIKEY message shall be set to 0x0 to indicate that the UE should request for current MSK from the BM-SC. 

NOTE: Since the integrity of the MIKEY message still needs to be assured, a KEMAC payload shall be included in the MIKEY message from the BM-SC. There is however no key present in the message. Thus by setting the Encr data len field to zero, only the MAC of the message will be included.

When receiving the message, the UE shall request for the MSK for the specified Key Group. The BM-SC may trigger re-authentication of the UE or even re-run of GBA procedure to update the MUK.

The rest of the procedure is the same as in 6.3.2.3.1.
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