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1 Introduction

In SA3 #35 meeting in Malta Ericsson volunteered to initiate the IETF processes for reserving official name space for MBMS extensions in RFC 3830 [1] (MIKEY) and for reserving UDP port number for MIKEY. Ericsson has submitted an internet draft (attached to this contribution [2]) to IETF and has started the UDP port registration process. This contribution explains the content and status of these processes.

2 MBMS extensions for MIKEY in IETF

Chapters 2.1 and 2.2 show the current situation and related problems with the MBMS extensions needed to MIKEY RFC. Chapter 2.3 describes how these problems are solved in the internet draft submitted by Ericsson to IETF.

2.1 Current situation

Current TS 33.246 [3] and approved CR S3-040857 [4] from Malta meeting identify three places in RFC 3830 where new name space is needed for MIKEY’s MBMS extensions. These extensions are needed to distinguish MSK delivery from MTK delivery and to identify “outer” and “inner” keys:

1. Data type field in common header (section 6.1 of MIKEY). New name space is needed to indicate if the message carries MSK or MTK. 

2. General extension payload (section 6.15 of MIKEY). New general extension payload type is needed to carry the identifiers of the “outer key” that is used to protect the message and “inner key” that is carried in the message. In case of MSK delivery the “outer key ID” and the “inner key ID” are MUK-ID and MSK-ID, respectively. In case of MTK delivery, these are MSK ID and MTK ID, respectively. 

3. Type field in Key data sub-payload (section 6.13 of MIKEY). New name space is needed to indicate if the message carries MSK or MTK.

2.2 Problem statement

A problem with bullets 1 and 3 is that they do not follow the semantics of original MIKEY fields. This is analysed below.

2.2.1 Data Type field

MIKEY protocol supports three key delivery methods: pre-shared key, public key and Diffie-Hellman methods. The Data Type field indicates which method is used. The current values of Data Type field in RFC 3830 are as follows:

Table 1. MIKEY Data Type Values in RFC 3830

	Data Type
	Value
	Comment

	Pre-shared
	0
	Initiator's pre-shared key message

	PSK ver msg
	1
	Verification message of a Pre-shared key message

	Public key
	2
	Initiator's public-key transport message

	PK ver msg
	3
	Verification message of a public-key message

	D-H init
	4
	Initiator's DH exchange message

	D-H resp
	5
	Responder's DH exchange message

	Error
	6
	Error message


MBMS security is using the pre-shared key method as is specified in clause 6.4.2 of TS 33.246: “MIKEY shall be used with pre-shared keys as described in RFC 3830 [9].”

Therefore it would be natural that corresponding Data Type field values (0 and 1) are used also for MBMS security instead of that new Data Type values would be defined for MSK or MTK delivery. This kind of modification that is against the semantics of a field would also be very hard to get accepted in IETF. Instead, the MSK/MTK indication could be carried in the extension payload, see chapter 2.3.

2.2.2 Type field in key data sub-payload of KEMAC

CR S3-040857 introduced that the Type field in Key data sub-payload in KEMAC payload also carries the indication whether the message carries MSK or MTK. However, this is not needed for the following reasons:

· The key type is indicated already by other fields in the message, i.e. in Data Type field in current TS or in extension payload as proposed in this contribution. Also MGV-F (e.g. UICC) receives this information since the whole MIKEY message is conveyed to the MGV-F.

· The Type field is used to indicate whether MIKEY needs to further derive the transported key. For example in case of streaming further key derivation from MTK is not needed, since SRTP has its internal key derivation. But in case of download, MIKEY may need to derive MTK_I and MTK_C from MTK. This can be indicated by using value “TEK” for streaming case and “TGK” for download case, see table 2 below. 

Table 2. MIKEY Type Values in Key data sub-payload

	Type
	Value 

	TGK
	0

	TGK + SALT
	1

	TEK
	2

	TEK + SALT
	3


2.3 Proposed extension payload

2.3.1 Internet draft 

An internet draft [2] was submitted by Ericsson to the IETF meeting number 61. It may be too early to estimate when the draft gets into RFC status. The internet draft is described in the following. It proposes to concentrate all needed MBMS extensions to the general extension payload, i.e. key type and key identifier are carried close to each other in new general extension payload type. 

A new type of general extension payload is defined is as follows:
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 Figure 1. New general extension payload 

Values ‘0’ and ‘1’ are already used therefore a new value ‘2’ is proposed for the Type. (The value may change when the draft evolves since also another new general extension payload type has been proposed in IETF.)

The Key ID Information field consists of one or more Key Type ID sub-payloads as described below.
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Figure 2. Key Type ID subpayload

The following values are specified for the Key Type field:

Table 3. Key Type Values in Key Type ID  sub-payload

	Key Type
	Value 
	Comment

	MBMS User Key
	0
	User key (PTP)

	MBMS Service Key
	1
	Group key

	MBMS Traffic Key
	2
	Group traffic key


The Key ID length field allows different keys to have different length. 

2.3.2 Usage of new general extension payload in MBMS

For example in MSK delivery, the new extension payload includes two Key Type ID sub-payloads where the first sub-payload includes Key Type ‘0’ for MUK (i.e. “outer key”) and the second sub-payload includes Key Type ‘1’ for MSK (i.e. “inner key”). The Data Type field includes ‘0’ indicating pre-shared key message.

3 Reserving UDP port number

A port number in the range 1024-49152 has been requested from IANA for carrying RFC3830 messages over UDP. The numbers in that range do not need an RFC for registration, where as the numbers below 1024 do. The registration has been acknowledged by IANA. 

4 Conclusions and proposal

This contribution has described the contents of the internet draft (I-D) for MBMS extensions for RFC 3830 (MIKEY). The I-D concentrates all needed MBMS extensions to a new general extension payload. This means also that the usage of Data Type field in common header and Type field in Key data sub-payload is aligned between MBMS TS and RFC 3830. 

It is proposed that SA3 adopts the new general extension payload type presented in the I-D. This means some changes in the current TS and possibly in stage 3, but Ericsson strongly believes that SA3 should take the opportunity to align MBMS extensions with RFC 3830 as much as possible. It is foreseen that this will be more future proof solution and will ease implementation effort.

A CR from Ericsson to this meeting proposes needed changes in TS 33.246.
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