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*** BEGIN SET OF CHANGES ***

6.1.3
EAP support in UICC

6.1.3.1 EAP-AKA procedure

It shall be possible as an implementation option to have the termination of EAP in the UICC. For this purpose, all steps of the EAP-AKA authentication mechanism described in 6.1.1.1 apply with the exception of step 15 that shall be replaced with the following:

The WLAN-UE runs EAP authentication method (see TS 102.310 [yy]) on the USIM. The USIM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the USIM rejects the authentication (not shown in this example). If the sequence number is out of synch, USIM initiates a synchronization procedure, c.f. [4]. If AUTN is correct, the USIM computes the Master Session Key and Extended Master Session Key and checks the received MAC with the new derived keying material.


If temporary identities ( pseudonym and/or re-authentication identities) are received, then the UICC stores the temporary identites for the next full or fast authentication procedure and mark it as deleted after the authentication procedure.
6.1.3.2 EAP-SIM procedure

It shall be possible as an implementation option to have the termination of EAP in the UICC. To handle EAP-SIM the USIM uses GSM AKA by applying conversion functions c2 and c3 (as defined in 33.102 [21]). For this purpose, all steps of the EAP-SIM authentication mechanism described in 6.1.2.1 apply with the exception of step 14 that shall be replaced with the following:

The WLAN-UE runs EAP authentication method (see TS 102.310 [yy]) on the USIM. The WLAN-UE continues the authentication exchange only if the MAC is correct.

If temporary identites (pseudonym and/or re-authentication identities) are received, then the UICC stores the temporary identites for the next full or fast authentication procedure and mark it as deleted after the  authentication procedure.
*** END SET OF CHANGES ***
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