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7.2.5.1 Successful registration

Figure 1 below describes the message flow for successful registration to the IMS that is specified by the early IMS security solution.

Note, that the “received” parameter is only sent from P-CSCF to S-CSCF under the conditions given in clause 7.2.3.1.
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Figure 1: Message sequence for early IMS security showing a successful registration

7.2.5.2
Unsuccessful registration

Figure 2 below gives an example message flow for the unsuccessful attempt of an attacker trying to spoof the IMS identity of a valid IMS user.

Again, the “received” parameter is only present between P-CSCF to S-CSCF under the conditions given in clause 7.2.3.1.
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Figure 2: Message sequence for early IMS security showing an unsuccessful identity theft
7.2.5.3
Successful registration for a selected interworking case

Figure 3 below describes the message flow for successful registration to the IMS in the case that the UE supports both fully compliant and early IMS access security and the network supports early IMS only. This case is denoted as case 3 in clause 7.2.4. 

Note, that the “received” parameter is only sent from P-CSCF to S-CSCF under the conditions given in clause 7.2.3.1.
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Figure 3: Message sequence for early IMS security showing interworking case where UE supports both fully compliant and early IMS access security and network supports early IMS security only
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