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1 Introduction
With the bootstrapping procedure in TS 33.220, UE always use user identity(IMPI) to run the AKA protocol to get the shared secret. This contribution discusses the usage of user identity in reference point Ub, and suggests use B-TID in re-bootstrapping procedure instead of IMPI within the lifetime of Ks.
2 Discussion
The bootstrapping procedure will often happen with the demand from UE and NAF, for example, the NAF send bootstrapping renegotiation to UE or the lifetime of Ks will be expired, then the user identity IMPI is delivered frequently in reference point Ub. 

In TS 33.102, user identity confidentiality is guaranteed by means of a temporary identity to avoid the eavesdropping and traceability. In GBA, there is no user identity confidentiality in reference point Ub, and it may be a security breach in GBA. The user may be traced and eavesdropped; and the reference point Ua then may also be compromised, because the attackers know the B-TID associate with which IMPI.
For the user identity confidentiality, the IMPI should not be used frequently in reference point Ub, and B-TID can replace IMPI in some cases. Within the lifetime of Ks, BSF always keep the security association, at this time, if user runs re-bootstrapping procedure with B-TID, BSF can find which user request authentication, and then the re-bootstrapping procedure can execute normally. 
In some cases, the IMPI is needed, for example, the lifetime of Ks is expired, or it’s the first time running the bootstrapping procedure etc. So the UE should decide when it’s acceptable to use B-TID.  
3 Conclusion
Using B-TID in re-bootstrapping procedure instead of IMPI within the lifetime of Ks will help reduce the frequency of exposing IMPI and keep the user identity confidentiality at a certain extent.
4 Proposal 

We suggest: 

1 use B-TID in re-bootstrapping procedure instead of IMPI within the lifetime of Ks
2 Approve the attached CR.


























































































