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5.6
WLAN UE functionality split

The WLAN UE may consist of several devices. When there is more than one, it will be typically a WLAN Terminal Equipment (e.g. a laptop) and a Mobile Terminal (e.g. a mobile phone) equipped with a UICC or SIM card.

The WLAN TE provides WLAN access, while the MT or UICC or SIM card implements the authentication as the EAP termination, which includes key derivation and identity handling. The termination point of EAP shall always be the MT or UICC. When any authentication process is finished (in the MT or UICC), the resulting keys can be retrieved by the WLAN TE in order to be used for link layer security in the WLAN access.


6.1.3
EAP support in UICC

6.1.3.1 EAP-AKA procedure

It shall be possible as an implementation option to have the termination of EAP in the UICC. For this purpose, all steps of the EAP-AKA authentication mechanism described in 6.1.1.1 apply with the exception of step 15 that shall be replaced with the following:
The WLAN-UE runs EAP authentication method (see TS 102.310 [yy]) on the UICC. The USIM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the UICC rejects the authentication (not shown in this example). If the sequence number is out of synch, UICC initiates a synchronization procedure, c.f. [4]. If AUTN is correct, the UICC computes the Master Session Key and Extended Master Session Key and checks the received MAC with the new derived keying material.

If a protected pseudonym was received, then the WLAN-UE stores the pseudonym for future authentications.
6.1.3.2 EAP-SIM procedure

It shall be possible as an implementation option to have the termination of EAP in the UICC. To handle EAP-SIM the UICC uses GSM AKA by applying conversion functions c2 and c3 (as defined in 33.102 [21]). For this purpose, all steps of the EAP-SIM authentication mechanism described in 6.1.2.1 apply with the exception of step 14 that shall be replaced with the following:
The WLAN-UE runs EAP authentication method (see TS 102.310 [yy]) on the UICC. The WLAN-UE continues the authentication exchange only if the MAC is correct.

If a protected pseudonym was received, then the UICC stores the pseudonym for future authentications.
6.7
WLAN-UE split interworking

EAP‑AKA/SIM procedures terminate in the UICC or MT, so the TE shall contact the MT via protected local interface (e.g. Bluetooth, IrDa, RS232, USB, …) at any authentication or re-authentication process, using AT commands as defined in TS 27.007 [xx]. The local interface (e.g. Bluetooth, IrDa, RS232, USB, …) acts as a transparent carrier of the EAP methods; the TE just forwards messages from the MT or UICC to the network (or in the opposite direction) and does not take active part in the authentication process. The TE is not able to handle any key except the MSK and/or the EMSK when it receives them at the end of the authentication process. The MT shall forbid the transfer of RUN GSM ALGO command, and the AUTHENTICATE command in GSM/UMTS security context, from any TE involved in WLAN-UE split interworking. The EAP peer at the network side is any node in the WLAN AN, the VPLMN or the home network. Since the interworking to be described here is at the WLAN‑UE side, it is not relevant which node is sending/receiving any message in the network side.

Editor’s note 1:
.AT command set for the termination of EAP in the MT does not currently exist. SA3 has requested T2 ( S3-040840)  to investigate the suitability to define a new AT command set for this purpose or to utilize existing commands used for the UICC termination (i.e. +CGLA AT, +CRLA AT). In this latter case, a specific behaviour in the MT may be defined in order to handle EAP packets whenever the UICC is not capable of doing so (i.e. SIM or USIM not EAP capable).  
Editor’s note 2: it is highly desirable to have a unified procedure for both, cases 1 and 2. It should not be required that the TE is aware of the particular function split in the MT. Therefore the TE should use the same commands in both cases.
NOTE: The SIM Acces Profile may be used to access the UICC EAP capabilities. In this case, the usage of AT commands may be substituted by the usage of the Transfer APDU command (see CAR 020 SPEC/0.95cB [22]) all over this section. However, specific SAP requirements defined in the present document shall be fulfilled.
6.7.1 Full authentication with EAP AKA

6.7.1.1 Termination in the UICC

The process is shown in figure 11.
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Figure 11: Full authentication with EAP-AKA

1.
The network sends an EAP request identity (either a IMSI or a pseudonym) message to the TE (the device providing WLAN access) in order to initiate the procedure.

2.
The TE builds an EAP Authenticate command using the EAP packet received in message 1 then sends this command to the USIM using +CGLA AT command. The EAP request identity message is forwarded via the MT to the USIM.  Prior to step 2, the TE shall open a communication session with the USIM, as indicated in TS 27.007 [xx], and then shall select the appropriate DF, as indicated in TS 102.310 [yy].

3.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

4.
The USIM returns the EAP Response/Identity packet to the MT, in the Authenticate command response data.

5.
The MT returns the EAP Response/Identity packet to the TE, in the +CGLA AT command response data.

6.
The TE sends the EAP Response/Identity packet to the network.

7.
The network initiates the EAP AKA authentication process.

8.
The TE builds an EAP Authenticate command using the EAP packet received in message 7 then sends this command to the USIM via the ME using +CGLA AT command.

9.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

10.
 The USIM returns the EAP Response/AKA-Challenge packet to the MT, in the Authenticate command response data.

11.
The MT returns the EAP Response/AKA-Challenge packet to the TE, in the +CGLA AT command response data.

12.
The TE sends the EAP Response/AKA-Challenge packet to the network, which checks the validity of the RES and compute the MAC of the entire message received, comparing it with the received MAC.

13.
If both checks are correct, the network sends an EAP Success packet to the TE.

14. The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this command to the USIM using +CGLA AT command.

15. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

16. After a successful EAP authentication, the TE shall retrieve the key material (i.e. MSK and EMSK) from EFEAPKEYS (for this purpose, the TE uses the +CRLA AT command). The TE uses MSK and EMSK for security purposes, for example for WLAN link layer security

6.7.1.2 Termination in the MT

The process is shown in figure 12.
Editor’s Note: AT command set for EAP termination in the MT is not yet defined.
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Figure 12: Full authentication with EAP AKA

1.
The network sends a EAP request identity (either a IMSI or a pseudonym) message to the TE (the device providing WLAN access) in order to initiate the procedure.

2.
The EAP request identity message is forwarded via the Bluetooth interface to the MT.

3.
If the MT does not have the identity available, it requests the identity from the USIM.

4.
The USIM returns the identity to the MT.

5.
The MT  inserts the identity in the EAP response identity message and sends it to the network via the TE.

6.
The TE sends the EAP response identity message to the network.

7.
The network initiates the EAP AKA authentication process.

8.
The TE forwards the EAP request to the MT with all the parameters.

9.
The MT requests authentication vectors from the USIM.

10.
The USIM replies with the calculated keys CK and IK, which will be used by the MT to derive the Master Key (MK) according to ref. [4]. The USIM also returns RES. The MK is then used as input to generate the keys needed to calculate the MAC of message 8 (which will be checked against the received one) and the new MAC for the next message.

11.
The EAP response message includes the RES and the calculated MAC.

12.
The TE forwards the response message to the network, which will check the validity of the RES and compute the MAC of the of the entire message received, comparing it with the received MAC.

13.
If both checks are correct, the network will send an EAP success message to the TE.

14.
The TE forwards the EAP success to the MT as a success indication.

15.
After receiving the success indication, the MT will derive according to ref. [4] the Master Session Key and Extended Master Session Key (MSK and EMSK) and send them to the TE. The TE uses them for security purposes, for example for WLAN link layer security

6.7.2
Full authentication with EAP SIM

6.7.2.1
Termination in the UICC

The process is shown in figure 13, and it’s very similar to EAP AKA (from MT-TE interface point of view).
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Figure 13: Full authentication with EAP-SIM

1.
The network sends an EAP request identity (either a IMSI or a pseudonym) message to the TE (the device providing WLAN access) in order to inititiate the procedure.

2.
The TE builds an EAP Authenticate command using the EAP packet received in message 1 then sends this command to the USIM using +CGLA AT command. The EAP request identity message is forwarded via the MT to the USIM.  Prior to step 2, the TE shall open a communication session with the USIM, as indicated in TS 27.007 [xx], and shall select the appropriate DF, as indicated in TS 102.310 [yy].

3.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx])

4.
The USIM returns the EAP Response/Identity packet to the MT, in the Authenticate command response data.

5.
The MT returns the EAP Response/Identity packet to the TE, in the +CGLA AT command response data.

6.
The TE sends the EAP Response/Identity packet to the network.

7.
The network initiates the EAP SIM authentication process.

8.
The TE builds an EAP Authenticate command using the EAP packet received in message 7 then sends this command to the USIM via the ME using +CGLA AT command.

9.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

10. The USIM returns the EAP Response/SIM-Start packet to the MT, in the Authenticate command response data.

11. The MT returns the EAP Response/SIM-Start packet to the TE, in the +CGLA AT command response data.

12.
The TE sends the EAP Response/SIM-Start packet to the network, which uses the NONCE to calculate the MAC.

13.
The network sends an EAP SIM challenge request with the calculated MAC (over the whole EAP message and the NONCE) and the rest of parameters.

14.
The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this command to the USIM via the ME using +CGLA AT command.

15. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

16. The USIM returns the EAP Response/SIM-Challenge packet to the MT, in the Authenticate command response data.

17. The MT returns the EAP Response/SIM-Challenge packet to the TE, in the +CGLA AT command response data.

18.
The TE sends the EAP Response/SIM-Challenge packet to the network, which computes the MAC and compares it with the received MAC.

19. If checks are correct, the network sends an EAP Success packet to the TE.

20. The TE builds an EAP Authenticate command using the EAP packet received in message 19 then sends this command to the USIM using +CGLA AT command.

21. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

22. After a successful EAP authentication, the TE shall retrieve the key material (i.e. MSK and EMSK) from EFEAPKEYS (for this purpose, the TE uses the +CRLA AT command). The TE uses MSK and EMSK for security purposes, for example for WLAN link layer security

6.7.2.2 Termination in the MT
The process is shown in figure 14, and it’s very similar to EAP AKA (from MT-TE interface point of view).
Editor’s Note: AT command set for EAP termination in the MT is not yet defined.
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Figure 14: Full authentication with EAP SIM

1.
The network sends a EAP request identity (either a IMSI or a pseudonym) message to the TE (the device providing WLAN access) in order to inititiate the procedure.

2.
The EAP request identity message is forwarded via the Bluetooth interface to the MT.

3.
If the MT does not have the identity available, it requests the identity from the USIM.

4.
The USIM returns the identity to the MT.

5.
The MT inserts the identity in the EAP response identity message and sends it to the network via the TE.

6.
The TE sends the EAP response identity message to the network.

7.
The network initiates the EAP SIM authentication process.

8.
The TE forwards the EAP SIMstart request to the MT.

9.
The MT generates a NONCE and sends it to the TE.

10.
The TE forwards the NONCE to the network, which uses the NONCE to calculate the MAC.

11.
The network sends an EAP SIM challenge request with the calculated MAC (over the whole EAP message and the NONCE) and the rest of parameters.

12.
The TE forwards the message to the MT.

13.
The MT extracts the RAND and sends it to the SIM for key calculation.

14.
The SIM responds with the calculated SRES and Kc (the two latter messages will be repeated two or three times). The MT will use the received Kcs (among other inputs) to derive the Master Key (MK) according to ref. [5]. The MK is then used as input to generate the keys needed to calculate the MAC of message 11 (which will be checked against the received one) and the new MAC for the next message.

15.
The MT sends the EAP SIM challenge response with the MAC, calculated over the whole EAP message and the SRES (the SRES is the concatenated values of the individual SRESy received from the SIM).

16.
The TE forwards the message to the network.

17.
The network calculates its own copy of the MAC and if it matches the received one, it sends an EAP success message.

18.
The TE forwards the EAP success to the MT as a success indication

19.
After receiving the success indication, the MT will derive according to ref. [5] the Master Session Key and Extended Master Session Key (MSK and EMSK) and send them to the TE, which will use them for other security purposes, for example WLAN link layer security.

6.7.3
Fast re-authentication with EAP AKA

6.7.3.1 Termination in the UICC
The keys needed to protect the EAP packets are re-used from the previous full authentication process. The MSK and EMSK are calculated again using the original MK, as specified in ref. [4]. For this reason, the new MSK and EMSK are transferred from the USIM to the TE when the fast re-authentication process is finished. The process is shown in figure 15.
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Figure 15: Fast re-authentication with EAP AKA

1.
The network sends an EAP request identity message.

2.
The TE builds an EAP Authenticate command using the EAP packet received in message 1 then sends this command to the USIM using +CGLA AT command.

3.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

4.
If the USIM received a fast re-authentication identity in the last authentication process (either full or fast), it shall reply with this fast re-authentication identity in the EAP response identity message. Consequently, the USIM returns the EAP Response/Identity packet to the MT, in the Authenticate command response data.

5.
The MT returns the EAP Response/Identity packet to the TE, in the +CGLA AT command response data.

6.
The TE sends the EAP Response/Identity packet to the network.

7.
The network initiates the EAP AKA reauthentication process.

8.
The TE builds an EAP Reauthenticate command using the EAP packet received in message 7 then sends this command to the USIM via the ME using +CGLA AT command.

9.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

10.
 The USIM returns the EAP Response/AKA-Reauthentication packet to the MT, in the Authenticate command response data.

11.
The MT returns the EAP Response/AKA-Reauthentication packet to the TE, in the +CGLA AT command response data.

12.
The TE sends the EAP Response/AKA-Reauthentication packet to the network, which computes the MAC of the entire received message, and comapres it with the received MAC.

13.
If checks are correct, the network sends an EAP Success packet to the TE.

14. The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this command to the USIM using +CGLA AT command.

15. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

16. After a successful EAP reauthentication, the TE shall retrieve the key material (i.e. MSK and EMSK) from EFEAPKEYS (for this purpose, the TE uses the +CRLA AT command). The TE uses MSK and EMSK for security purposes, for example for WLAN link layer security

6.7.3.2 Termination in the MT

Editor’s Note: AT command set for EAP termination in the MT is not yet defined.

The keys needed to protect the EAP packets are re-used from the previous full authentication process. The MSK and EMSK are calculated again using the original MK, as specified in ref. [4]. For this reason, the new MSK and EMSK are transferred from the MT to the TE when the fast re-authentication process is finished. The process is shown in figure 16.
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Figure 16: Fast re-authentication with EAP AKA

1.
The network sends a EAP request identity message.

2.
The TE forwards the message to the MT via the Bluetooth interface.

3.
If the MT received a fast re-authentication identity in the last authentication process (either full or fast), it replies with this fast re-authentication identity in the EAP response identity message.

NOTE:
The MT may need to access the USIM to check if there is a re-authentication id available. However, it is still to be decided whether the USIM will store the re-authentication identities.

4.
The MT forwards the message to the network.

5.
The network sends the EAP AKA challenge with the needed parameters.

6.
The TE transfers the message to the MT with the parameters.

7.
The MT uses the same keys as in the previous authentication process to calculate the MAC, and checks if it matches the received one. If it is correct, it calculates a new MAC and sends it in the response message with the Counter received from the network.

8.
The TE forwards the response message to the network.

9.
The network calculates its own copy of the MAC over the received message and checks it with the received one. If it is correct, it sends a EAP success message.

10.
The TE forwards the EAP success to the MT as a success indication.

11.
After receiving the success indication, the MT sends the new calculated MSK and EMSK and sends them to the TE.

6.7.4
Fast re-authentication with EAP SIM

6.7.4.1
Termination in the UICC

The keys needed to protect the EAP packets are re-used from the previous full authentication process, as in EAP AKA fast re-authentication. The MSK and EMSK are calculated again using the original MK, as specified in ref. [5]. The new MSK and EMSK are transferred from the USIM to the TE when the fast re-authentication process is finished. The process is shown in figure 17.
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Figure 17: Fast re-authentication with EAP SIM

1.
The network sends an EAP request identity message.

2.
The TE builds an EAP Authenticate command using the EAP packet received in message 1 then sends this command to the USIM using +CGLA AT command.

3.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

4.
If the USIM received a fast re-authentication identity in the last authentication process (either full or fast), it shall reply with this fast re-authentication identity in the EAP response identity message. Consequently, the USIM returns the EAP Response/Identity packet to the MT, in the Authenticate command response data.

5.
The MT returns the EAP Response/Identity packet to the TE, in the +CGLA AT command response data.

6.
The TE sends the EAP Response/Identity packet to the network.

7.
The network initiates the EAP SIM reauthentication process.

8.
The TE builds an EAP Authenticate command using the EAP packet received in message 7 then sends this command to the USIM via the ME using +CGLA AT command.

9.
The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command, as received in the AT command, to the USIM (see TS 27.007 [xx]).

10.
 The USIM returns the EAP Response/SIM-Reauthentication packet to the MT, in the Authenticate command response data.

11.
The MT returns the EAP Response/SIM-Reauthentication packet to the TE, in the +CGLA AT command response data.

12.
The TE sends the EAP Response/SIM-Reauthentication packet to the network, which computes the MAC of the entire received message, and compares it with the received MAC.

13.
If checks are correct, the network sends an EAP Success packet to the TE.

14. The TE builds an EAP Authenticate command using the EAP packet received in message 13 then sends this command to the USIM using +CGLA AT command.

15. The MT performs the received +CGLA AT command i.e. the MT sends the Authenticate command as it is to the USIM (see TS 27.007 [xx]).

16. After a successful EAP reauthentication, the TE shall retrieve the key material (i.e. MSK and EMSK) from EFEAPKEYS (for this purpose, the TE uses the +CRLA AT command). The TE uses MSK and EMSK for security purposes, for example for WLAN link layer security

6.7.4.2
Termination in the MT

Editor’s Note: AT command set for EAP termination in the MT is not yet defined.
The keys needed to protect the EAP packets are re-used from the previous full authentication process, as in EAP AKA fast re-authentication. The MSK and EMSK are calculated again using the original MK, as specified in ref. [5]. The new MSK and EMSK are transferred from the MT to the TE when the fast re-authentication process is finished. The process is shown in figure 18.
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Figure 18: Fast re-authentication with EAP SIM

1.
The network sends a EAP request identity message.

2.
The TE forwards the message to the MT via the Bluetooth interface.

3.
If the MT received a fast re-authentication identity in the last authentication process (either full or fast), it replies with this fast re-authentication identity in the EAP response identity message.

NOTE:
the MT may need to access the USIM to check if there is a re-authentication id available. However, it is still to be decided whether the USIM will store the re-authentication identities.

4.
The MT forwards the message to the network.

5.
The network sends the EAP AKA challenge with the needed parameters.

6.
The TE transfers the message to the MT with the parameters.

7.
The MT uses the same keys as in the previous authentication process to calculate the MAC, and checks if it matches the received one. If it is correct, it calculates a new MAC and sends it in the response message with the Counter received from the network.

8.
The TE forwards the response message to the network.

9.
The network calculates its own copy of the MAC over the received message and checks it with the received one. If it is correct, it sends a EAP success message.

10.
The TE forwards the EAP success to the MT as a success indication

11.
After receiving the success indication, the MT sends the new calculated MSK and EMSK and sends them to the TE.
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