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1 Introduction

The MBMS security work in SA3 is related to the MBMS work being done in work groups SA4 and CN1. CN1 has the responsibility to define the stage 3 details of Ua interface between the UE and BM-SC. Functionality in SA4 related to security are e.g. Key fetching, Service Announcement, Post delivery procedures (such as point to point repair) and the Traffic Protection (such as encryption).

This contribution discusses the security related work in CN1 and SA4 and proposes how the specification work could be finalized in these work groups.  

2 Discussion

2.1 Where to finalise MBMS security work?

As noted above, three work groups could be involved in finalising MBMS security work. However, it is proposed that only SA3 and SA4 are involved. This is due to the following reasons:

· The deadline for Rel-6 is approaching.

· There will be one group less in the specification work, which means less coordination and more efficient specification work.

· There will be one specification less that handles MBMS. Therefore the risk of confusion or contradicting specifications is smaller. 

· CN1 does not have a specific TS for MBMS, thus there is no need to create a new TS.

· SA4 procedures are closely related to security, and SA4 has already done stage 3 level work on those procedures.

It could be noted that CN1 TS 24.109 [1] includes stage-3 description for user authentication in PKI enrolment over Ua reference point (i.e. between UE and application server).  For consistency reasons stage-3 user authentication in MBMS could also be described in that TS. It should be noted that CN1 has discussed this issue in [6] and CN1 agreed to specify stage-3 user authentication for MBMS in TS 24.109. However, considering the arguments listed above this is not recommended.  Therefore it is proposed that only SA3 and SA4 are involved in finalising MBMS security work.

2.2 How to finalise MBMS security work?

The below subchapters describe how the work should be coordinated between SA3 and SA4 on the following areas:

· Service Discovery/Announcement

· Key management procedures with HTTP (e.g. initialisation of key management)

· Key management procedures with MIKEY

· Post delivery procedures

· Traffic protection mechanisms

2.2.1 Service Discovery/Announcement

SA4 specifies in TS 26.346 [3] User Service Discovery/Announcement procedures. The Service Description sent to the user should include also security parameters, e.g. needed keys for the service, so that the user can initiate key management. SA3 should give input to SA4 what security parameters are needed in Service Discovery/Announcement. It is assumed based on TS 26.346 that SA4 intends to specify the Service Discovery/Announcement in XML format. It is proposed that

· the needed security parameters in Service Discovery/Announcement are defined by SA3 in TS 33.246 [2]

· TS 26.346 specifies in detail (stage-3) how these parameters are formatted in XML in Service Description. 

The information transfer from SA3 (stage-2) to SA4 (stage-3) should be performed via company contributions.

2.2.2 Key management procedures with HTTP

In the MBMS security joint meeting between SA3 and SA4 it was noted that SA4 has not made a decision on the need for application layer joining. However, it was also noted in the meeting that SA3 needs a procedure to initiate key management between UE and the BM-SC. It was also noted that this “initial key management” procedure could be seen as an “application layer joining” and SA4 might later include parameters to it if SA4 see need for it. This initial key management is triggered, if the user has decided to join the service advertised in the service announcement.

SA3 has agreed that the UE shall use HTTP for requesting MBMS keys from the BM-SC. The UE may request the keys in the beginning of the service to initiate the key management or during the service if he has missed a key update. SA3 has also agreed that HTTP messages are authenticated and integrity protected using HTTP digest headers. The needed shared secret for HTTP digest is received from bootstrapping procedure, which is described in TS 33.220[4]. 

It is proposed to coordinate the work on HTTP based key management in the following way: 

· SA3 specifies in TS 33.246 what parameters are needed in the HTTP request and response messages for requesting the keys and how these parameters are used. The parameters should be carried in the client/server payloads in HTTP messages. 

· SA4 specifies in TS 26.346 in detail how these parameters are carried in client/server payloads. It is proposed that the parameters are formatted as an XML schema.  MIME type(s) needs to be registered for the XML schema for the client/server payloads.

The information transfer from SA3 (stage-2) to SA4 (stage-3) should be performed via company contributions.

2.2.3 Key management procedures with MIKEY

MBMS key management consists of two building blocks, where HTTP request/response procedure is used to request keys and the actual key delivery is performed with a separate procedure using MIKEY protocol [5]. It should be noted that SA3 has made detailed work based on MIKEY protocol. This work is regarded to be at stage-3 level and, thus does not require additional work in SA4. 

2.2.4 Post delivery procedures

SA4 specifies so called post delivery procedures, e.g. point to point repair, in TS 26.346. SA4 will use HTTP as transport and SA3 has tentatively specified to use HTTP digest to secure the transport. In the MBMS security joint meeting between SA3 and SA4 it was noted that SA4 post delivery procedures are somewhat immature to be able to specify the exact protection method and that it would be desirable to have a common framework for all post delivery procedures that could then be protected in a consistent way by SA3. It is proposed that SA4 develops the post delivery procedures further before SA3 defines the protection methods. 

2.2.5 Traffic protection mechanisms

As SA4 is traditionally responsible for the transport protocols, it is proposed that SA4 defines the transport and SA3 defines how to secure the transport.

3 Conclusions and proposal

This contribution has discussed the finalisation of MBMS security. 

· It is proposed that MBMS security work should be finalised in cooperation between SA3 and SA4 and that CN1 is not involved. 

· It is also proposed how the security work should be finalised. This is described in chapter 2.2. 

· Due to the limited time schedule in Rel-6 it is recommended that the information transfer from SA3 to SA4 for the topics mentioned above is handled via company contributions
It is also proposed to send an LS to both SA4 and CN1 on the issue. 

The proposed work coordination is in the following table:

	Procedure
	Protocol
	High level description 
	Detailed description

	Service Announcement/Discovery
	N/A
	SA3 specifies what security parameters are needed.
	SA4 specifies how the security parameters are allocated in Service Ann./Disc, e.g. in XML schema

	HTTP key request and response
	HTTP
	SA3 specifies what security parameters are needed in the HTTP request and response messages and how these parameters are used
(SA4 TS may include some procedures for complete view)
	SA4 specifies how the security parameters are allocated in XML schema.

	MIKEY key delivery procedure
	MIKEY
	N.A.
	SA3 specifies details of MIKEY

	Data delivery
	(S)RTP / FLUTE
	N.A.
	SA3 for security parameter handling
SA4 for data transport protocols non-security details

	Post delivery procedures
	HTTP
	SA4 specifies the procedure.

SA3 specifies what security parameters are needed
	SA4 specifies how the security parameters are allocated
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