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***** Begin of change *****

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply.

For the definitions of MBMS User Service refer to [5]. 
MRK = MBMS Request Key: This key is to authenticate the UE to the BM-SC when performing key requests etc.
MSK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-SC towards the UE. The MSK is not used directly to protect the MBMS User Service data (see MTK). 

MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function MGV-F with the MSK. The key MTK is used to decrypt the received MBMS data on the ME. 
MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point transfer of MSK’s to the UE.

NOTE: 
The keys MSK and MUK may be stored within the UICC or the ME depending on the UICC capabilities. 
***** End of change *****

***** Begin of change *****

6
Security mechanisms

6.1
Using GBA for MBMS

GBA[6] is used to agree keys that are needed to run an MBMS Multicast User service. MBMS imposes the following requirements on the MBMS capable UICCs and MEs:

A UICC that contains MBMS key management functions shall implement GBA_U.

An ME that supports MBMS shall implement GBA_U and GBA_ME, and shall be capable of utilising the MBMS key management functions on the UICC.

Before a user can access an MBMS User service, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within [6] clause 5. The BM-SC will act as a NAF according to [6].

The MSKs for an MBMS User service shall be stored on either the UICC if the UICC is capable of MBMS key management or the ME if the UICC is not capable of MBMS key management.
Storing the MSKs on the UICC requires a UICC that contains the MBMS management functions (and that is GBA aware) and requires that the BM-SC is GBA_U aware. As a result of the GBA_U run in these circumstances, the BM-SC will share a key Ks_ext_NAF with the ME and share a key Ks_int_NAF with the UICC. This key Ks_int_NAF is used by the BM-SC and the UICC as the key MUK to protect MSK deliveries to the UICC as described within subclause 6.3. The key Ks_ext_NAF is used as the key MRK within the protocols as described within subclause 6.2.

NOTE: A run of GBA_U on a GBA aware UICC will not allow the MSKs to be stored on the UICC, if the MBMS management functions are not present on the UICC.

In any other circumstance, a run of GBA results in the BM-SC sharing a key Ks_(ext)_NAF with the ME. This key Ks_(ext)_NAF is used by the BM-SC and the ME to derive the key MUK and the key MRK (MBMS Request Key). The key MUK is used to protect MSK deliveries to the ME as described within subclause 6.3. The key MRK is used to authenticate the UE towards the BM-SC within the protocols as described within subclause 6.2.
Ericsson: Consider the following cases. It is assumed that the network may choose between UK and MK per service.
UK : UICC based key management

MK: ME based key management

	Case
	UICC
	ME
	Network
	Resulting key management

	1
	UK
	UK/MK
	UK/MK
	UK / MK (operator choice but UK should be preferred)

	2
	-
	UK/MK
	UK/MK
	MK

	3
	UK
	UK/MK
	MK
	MK or no service?

	4
	-
	UK/MK
	MK
	MK 

	5
	UK
	UK/MK
	UK
	UK

	6
	-
	UK/MK
	UK
	No service possible


As can be seen, in case 3 both the ME and network would be capable of ME based key management, but due to the new requirement service is not possible. To overcome this problem, the decision between UICC or ME based key management should be based on network decision and not on UICC capabilities. 
Consider the following example. A user has configuration in case 4. He is able to receive ME based services. When he updates the UICC and moves to configuration in case 3 he is not anymore able to receive the ME based services.
***** End of change *****
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