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******** NEXT CHANGE********

6.3.2.2
 UE initiated MSK update procedure
6.3.2.1.1
Initiation of key management

When a UE has received User Service information via User Service Discovery / Announcement procedures describing a MBMS User Service and the user has triggered the activation of that User Service, the UE should try to get the MSK(s) that will be used to protect the data transmitted as part of this User Service. 

NOTE: The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.

The UE shall receive the following information via the User Service Discovery / Announcement procedures: 
· Domain name of the key management server (i.e. the BM-SC). This for the UE to know to which IP address to send the MSK request 
-
Confidentiality protection: on / off 

-
Integrity protection: on / off 

Identifiers of the Key Groups IDs needed for the User Service 
NOTE: MSK ID(s) are not used since they may change over time and Key Group ID is sufficient to identify the MSKs.
-
Mapping information how the MSKs are used to protect the different User Service Sessions

Editors’ Note: The exact syntax of the service announcement information including security parameters, e.g. possible XML schema of the parameters and its MIME type are to be specified in SA4.
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Figure 6.x: MSK retrieval procedure
The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest as described in subclause 6.2.1 of this specification.

The UE requests for the MSKs using with the HTTP POST message. The following information key identification information is included in the client payload of the HTTP message 

· key identification information: a list of Key Group IDs.
NOTE: MSK ID(s) are not needed in the request since BM-SC will send the current valid MSK for each Key Group ID. 
Editors’ Note: The exact syntax of the HTTP request message, e.g. possible XML schema of the request parameters in the client payload and its MIME type are to be specified in stage 3.

The BM-SC authenticates the UE with HTTP Digest using the keys received from GBA as described in subclause 6.2.1 and verifies that the subscriber is authorized to receive the MSKs for this service. 

The BM-SC sends a response in HTTP 200 OK message with Authentication-Info header. The response in client payload includes cause code for success or failure.

Editors’ Note: The exact syntax of the HTTP response message, e.g. possible XML schema of the success or failure parameters in the client payload and its MIME type are to be specified in stage 3.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry or leave the User Service. 

If the key request HTTP procedure above resulted to success, the BM-SC sends initiates MIKEY messages procedures over UDP transporting the requested MSKs to the UE.

If it was requested by the BM-SC, the UE sends a MIKEY acknowledgement message to the BM-SC. 

If the UE fails to get hold of the MSK or receives no confirmation that no updated MSK is necessary or available at this time, then, unless the UE has a still-valid, older MSK, the UE shall leave the MBMS user service.
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