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1 Introduction

In the SA3#33 meeting , the NAF set local validity condition of Transaction identity and key material according the special requirements was discussed and the method of limited number of times was thought as preferred method. But the concern rose about whether it will impact other interfaces. This paper analysis this issue. 
2 Discussion
The advantage of the NAF set the local validity condition according the special requirements.:
The NAF may set a limited number of times that TID and key material can be used. This validity condition can avoid the risk of key material use frequently and some vicious attacks.  For example, the key materials in UE have been leaked out, but the user doesn’t know about it. The attacker may use victim’s TID and key material frequently to peculate the service in a short period. If the NAF set a limited number of times that TID and key material can be used, the attack can be hold back in a limited level. It is very useful to the NAF with high security level, e.g. e-commerce. 

The impact on other interface:

If the local validity condition or the lifetime of key material was reached , the NAF will send the key update request to UE, just like the state in section 4.5.3 of TS33.220 “if the NAF shares a key with the UE, but the NAF requires an update of that key, e.g. because the key’s lifetime has expired, it shall send a suitable bootstrapping renegotiation request to the UE and terminates the protocol used over reference point Ua, see figure 4.5.”. There is other state in the same section of TS 33.220 to avoid the complexity and impact to other interface risen by key update request:” when a new Ks is agreed over the reference point Ub and a key Ks_NAF, derived from one NAF_Id, is updated, the other keys Ks_NAF, derived from different values NAF_Id, stored on the UE shall not be affected”. So the NAF set local validity condition and request key update subsequently , all the procedure are in line with current TS and no any impact to other interface.
3 Conclusion
It is a useful to NAF mitigates the potential risk without any impact to other interface, so we suggest add this feature to NAF in TS body but not in NOTE’S.  
4 Proposal 

Approve the attached CR.



























































































