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1. Overall Description:

T3 has discussed the attached contribution that proposes a procedure to enable UICC applications to initiate a GBA_U Bootstrapping procedure.

The following security use cases have been identified justifying this new procedure:

-A UICC application may wish to establish a security association with a Network Application Function in a moment where there are no available GBA bootstrapped keys or whenever the bootstrapped keys are no more valid. In that case the UICC application may need to ask the ME to perform a bootstrapping procedure.

-A Network operator may wish to initiate bootstrapping procedures (e.g. for renewing GBA Bootstrapped keys) using the available push and triggering mechanisms to the UICC. In that case the UICC application may, as requested by the Network Operator, initiate the bootstrapping procedure.

Related to the first of the use cases, it has been also acknowledged that in most cases the existing solution (ME initiated) may be enough to have GBA keys available for usage by any UICC application. This is acceptable as far as Bootstrapping procedure is linked to an initialisation procedure or performed frequently enough to limit the moments where valid bootstrapped keys are not available. However, T3 is not aware of any of those assumptions and then the attached contribution may be then required.

Some additional comments mentioned that it could also be possible to initiate the bootstrapping procedures using the available data channels between the UICC and the network (e.g. BIP/GPRS). However it was also pointed out that the requested protocols needed on Ub reference point (i.e. HTTP Digest AKA) might be out of the computing capabilities of some Rel-6 UICCs.

2. Actions:

To SA3. T3 would like SA3 to comment on the security requirements and considerations about this T3 proposal and come back to T3 in order to further progress on this issue.

3. Date of Next TSG-T3 Meetings:
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