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**** First Change ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TR 101 331: "Telecommunications security; Lawful Interception (LI); requirements of Law Enforcement Agencies".

[2]
ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for network functions".

[3]
ETSI ETR 330: "Security Techniques Advisory Group (STAG); A guide to legislative and regulatory environment".

[4]
3GPP TS 29.002 "3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile Application Part (MAP) specification".
[5]
ITU‑T Recommendations X.680-X.683: 
ITU-T Rec. X.680: “Abstract Syntax Notation One (ASN.1): Specification of Basic Notation”.

ITU-T Rec. X.681: "Abstract Syntax Notation One (ASN.1): Information Object Specification".

ITU-T Rec. X.682: "Abstract Syntax Notation One (ASN.1): Constraint Specification".

ITU-T Rec. X.683: "Abstract Syntax Notation One (ASN.1):  Parameterization of ASN.1 Specifications".
[6]
ITU‑T Recommendation X.690: "ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".

[7]
ITU‑T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and notation".

[8]
ITU‑T Recommendation X.882: "Information technology - Remote Operations: OSI realizations - Remote Operations Service Element (ROSE) protocol specification".

[9]
3GPP TS 24.008 "3GPP Technical Specification Group Core Network; Mobile radio interface Layer 3 specification, Core network protocol; Stage 3".
 


[13]
IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".
[14]
3GPP TS 32.215: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication Management; Charging Management; Charging data description for the Packet Switched (PS) domain)".

[15]
IETF STD0005 (RFC 0791): "Internet Protocol".

[16]
IETF STD0007 (RFC 0793): "Transmission Control Protocol".

[17]
3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface ".

[18]
3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Sevices and System Aspects; 3G Security; Lawful Interception Requirements".

[19]
3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Sevices and System Aspects; 3G Security; Lawful interception architecture and functions".

[20]
3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Sevices and System Aspects; Quality of Srevice QoS concepts and architecture".

 

[23]
ANSI/J-STD-025-A: "Lawfully Authorized Electronic Surveillance".
[24]
ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic".

[25]
3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network; Numbering, addressing, and identification".

[26]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[27]
IETF RFC 1006: "ISO Transport Service on top of the TCP".

[28]
IETF RFC 2126: "ISO Transport Service on top of TCP (ITOT)".
[29]
ITU-T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".

[30]
ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System No.7; ISDN User Part (ISUP) version 3 for the international interface".

[31]
ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".


[33]
ITU-T Recommendation Q.763: "Signalling System No.7 - ISDN User Part formats and codes".

[34]
ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call control".


[36]
IETF RFC 2806: "URLs for Telephone Calls".

[37]
3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD)".

[38]
3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
Note 1:
It is recommended that for [5] and [6] the 2002 specific versions should be used.
Note 2:
It is recommended that for [8] the 1994 specific versions should be used.
Note3:
Reference [31] is specific, because ASN.1 parameter “release-Reason-Of-Intercepted-Call” has the following comment:“Release cause coded in [31] format”. In case later version than the given one indicated for ISDN spec ETSI EN 300 403-1 has modified format of the "release cause", keeping the reference version specific allows to take proper actions in later versions of this specification.
**** Next Change ****

5
Circuit-switch domain
For North America the use of J‑STD‑025-A [23] is recommended.

**** Next Change ****

6.2.3
Reliability

The reliability associated with the result of interception should be (at least) equal to the reliability of the original content of communication. This may be derived from the QoS class used for the original  intercepted session [20].

Reliability from the NWOs/APs/SvPs to the LEMF is determined by what NWOs/APs/SvPs and law enforcement agree upon.

**** Next Change ****

6.5
IRI for packet domain

Intercept related information will in principle be available in the following phases of a data transmission:

1.
At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (set up of a data context, target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (removal of a data context);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The intercept related information may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data context information, for standard data transmission between two parties.

The events defined in [19] are used to generate records for the delivery via HI2.

There are eight different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

**** Next Change ****

6.5.1
Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES).   The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 6-1 Mapping between GPRS Events and HI2 records type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event.  Within each IRI Record there is a set of events and associated information elements to support the particular service.

**** Next Change ****

7.2.1
Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2 Records Type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

**** Next Change ****

A.1.2.1
Sending part

To request the sending of data to a peer entity, the LI_Application provides the ASE_HI, the address of the peer entity, the nature of the data and the data.

On receiving a request of the LI_Application:

-
if the data link toward the peer entity address is active, the ASE_HI, from the nature of the data provided, encapsulates this data in the relevant RO-Invoke operation.

-
if the data link toward the peer entity address isn't active, the ASE_HI reports the data link unavailability to the LI Application.

NOTE:
Until the data link is established according to A.1.2.3.1, the request of the LI_Application cannot be successfully processed by ASE_HI.

Depending on the natures of the data provided by the LI_Application, the ASE_HI encapsulates this data within the relevant ROSE operation:

-
IRI: in this case the data provided by the application are encoded within the class 2 RO-Invoke operation Umts_Sending_of_IRI. 

The following section has been included only for backward compatibility reasons towards earlier versions of  [24]:

-
User packet data transfer (used for data, which can be exchanged via ISUP/DSS1/MAP signalling: e.g. UUS, SMS): in this case the data provided by the application are encoded:

-
either within the class 2 RO-Invoke operation "Circuit-Call-related-services" in case of data associated to a circuit call (e.g. for UUS 1 to 3). The ASN.1 format is described in clause B.5 (HI3 interface);

-
or within the class 2 RO-Invoke operation "No-Circuit-Call-related-services" in case of data not associated with a circuit call (e.g. for SMS). The ASN.1 format is described in clause B.5 (HI3 interface).

Depending on the class of the operation, the ASE-HI may have to wait for an answer. In this case a timer, depending on the operation, is started on the sending of the operation and stopped on the receipt of an answer (RO_Result, RO_Error, RO_Reject).

**** Next Change ****

B.3
Intercept related information (HI2)

GPRSEvent ::= ENUMERATED 

{


pDPContextActivation 




(1),


startOfInterceptionWithPDPContextActive
(2),


pDPContextDeactivation




(4),


gPRSAttach 







(5),


gPRSDetach 







(6),


locationInfoUpdate 





(10),


sMS 








(11),


pDPContextModification




(13),


servingSystem






(14),


...

}

-- see [19]

**** Next Change ****

UmtsQos ::= CHOICE

{


qosMobileRadio [1] OCTET STRING,



-- The qosMobileRadio parameter shall be coded in accordance with the § 10.5.6.5 of



-- document [9] without the Quality of service IEI and Length of 



-- quality of service IE (. That is, first 



-- two octets carrying 'Quality of service IEI' and 'Length of quality of service

 

-- IE' shall be excluded). 


qosGn [2] OCTET STRING



-- qosGn parameter shall be coded in accordance with § 7.7.34 of document [17]

} 

**** Next Change ****

C.1.2
Definition of ULIC header version 0

ULIC header contains the following attributes:

-
Correlation Number.

-
Message Type (a value of 255 is used for HI3-PDU's).

-
Direction.

-
Sequence Number.

-
Length.

T-PDU contains the intercepted information.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version ('0 0 0')
	'1'
	Spare '1 1'
	DIR
	'0'

	2
	
	Message Type (value 255)

	3-4
	
	Length

	5-6
	
	Sequence Number

	7-8
	
	not used (value 0)

	9
	
	not used (value 255)

	10
	
	not used (value 255)

	11
	
	not used (value 255)

	12
	
	not used (value 255)

	13-20
	
	correlation number


Figure C.1: Outline of ULIC header

For interception tunneling  the ULIC header shall be used as follows:

-
Version shall be set to 0 to indicate the first version of ULIC header.

-
DIR indicates the direction of the T-PDU:


"1" indicating uplink (from observed mobile user); and 


"0" indicating downlink (to observed mobile user).

-
Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [17]).

-
Length shall be the length, in octets, of the signalling message excluding the ULIC header. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

-
Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field.

-
Correlation Number consists of two parts:
GGSN-ID identifies the GGSN which creates the Charging-ID.


Charging-ID is defined in [17] and assigned uniquely to each PDP context activation on that GGSN (4 octets).


The correlation number consist of 8 octets. The requirements for this correlation number are similar to that defined for charging in [17]. Therefore it is proposed to use the Charging-ID, defined in [17]  as part of correlation number. The Charging-ID is signaled to the new SGSN in case of SGSN-change so the tunnel identifier could be used "seamlessly" for the HI3 interface.
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Figure C.2: Outline of correlation number

Annex E (informative):
Bibliography

The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.

1.
ITU‑T Recommendation X.25: "Interface between Data Terminal Equipment (DTE) and Data Circuit-terminating Equipment (DCE) for terminals operating in the packet mode and connected to public data networks by dedicated circuit".



4.
EN 300 061‑1: "Integrated Services Digital Network (ISDN); Subaddressing (SUB) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

5.
EN 300 097‑1 including Amendment 1: "Integrated Services Digital Network (ISDN); Connected Line Identification Presentation (COLP) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

6.
EN 300 098‑1: "Integrated Services Digital Network (ISDN); Connected Line Identification Restriction (COLR) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

7.
EN 300 130‑1: "Integrated Services Digital Network (ISDN); Malicious Call Identification (MCID) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

8.
EN 300 138‑1 including Amendment 1: "Integrated Services Digital Network (ISDN); Closed User Group (CUG) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

9.
EN 300 185‑1: "Integrated Services Digital Network (ISDN); Conference call, add-on (CONF) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

10.
ETS 300 188‑1: "Integrated Services Digital Network (ISDN); Three-Party (3PTY) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

11.
EN 300 207‑1 (V1.2): "Integrated Services Digital Network (ISDN); Diversion supplementary services; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

12.
EN 300 286‑1: "Integrated Services Digital Network (ISDN); User-to-User Signalling (UUS) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

13.
EN 300 369‑1 (V1.2): "Integrated Services Digital Network (ISDN); Explicit Call Transfer (ECT) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

14.
EN 300 196‑1 (V1.2): "Integrated Services Digital Network (ISDN); Generic functional protocol for the support of supplementary services; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

15.
ITU‑T Recommendation Q.850: "Usage of cause and location in the Digital Subscriber Signalling System No. 1 and the Signalling System No. 7 ISDN User Part".

16.
ITU‑T Recommendation X.881: "Information technology - Remote Operations: OSI realizations - Remote Operations Service Element (ROSE) service definition".


18.
EN 300 122‑1: "Integrated Services Digital Network (ISDN); Generic keypad protocol for the support of supplementary services; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification".

19.
ETS 300 392‑1: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); Part 1: General network design".

20.
EN 301 344, GSM 03.60: "Digital cellular telecommunications system (Phase 2+); GPRS Service description stage 2".

21.
RFC‑2228: "FTP Security Extensions", October 1997.

22.
Void.

23. ETSI TR 101 876 "Telecommunications security; Lawful Interception (LI); Description of GPRS HI3".

24. ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".
J.2.3.2
Field order and layout

Table J.2.6: Calling Party Subaddress

	Bits
	Octets

	8
	7
	6
	5
	4
	3
	2
	1
	

	Calling party subaddress identifier
	1

	Length of calling party subaddress contents
	2

	Type of subaddress = user specified, odd/even indicator according to the amount of BCD-digits
	3

	LIID (
	LIID (
	4

	LIID (
	LIID (
	5

	LIID (
	LIID (
	6

	LIID (
	LIID (
	7

	LIID ((
	LIID (
	8

	LIID ((
	LIID ((
	9

	LIID ((
	LIID ((
	10

	LIID ((
	LIID ((
	11

	LIID ((
	LIID ((
	12

	LIID ((
	LIID ((
	13

	LIID ((
	LIID ((
	14

	LIID ((
	LIID (( 
	15

	Field separator
	LIID ((
	16

	Field separator
	Direction
	17

	spare
	spare
	18

	ITU-T Recommendation Q.763 [33] TMR (see note 1)
	19

	ITU-T Recommendation Q.931 BC [34] octet 3 (see note 2)
	20

	ITU-T Recommendation Q.931 HLC [34] octet 4 (see note 3)
	21

	Mobile Bearer Service Code

(see note 4)
	22

	Mobile Teleservice Code (see note 5)
	23

	NOTE 1:
If available, the Transmission Medium Requirement according to EN 300 356 [30]. If not available, the value is "FF" hex.

NOTE 2:
If available, only octet 3 of the Bearer Capability I.E. according to EN 300 403 [31] If not available, the value is "FF" hex.

NOTE 3:
If available, only octet 4 of the High Layer Compatibility I.E. according to
EN 300 403 [31]. If not available, the value is "FF" hex.

NOTE 4:
If available, the Mobile Bearer Service Code according to [4], clause 17.7.10. If not available, the octets 22 and 23 shall not be transmitted.

NOTE 5:
If available, the Mobile Teleservice Code according to [4], clause 17.7.9. If not available, the octet 23 shall not be transmitted.
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