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Reason for change: � The use of parallel MSKs and MTKs is unclear. 

 
  
Summary of change: � The use of parallel MSKs and MTKs is clarified: 

 
There shall be only one MSK and MTK in use within one Key Group ID. I.e. 
parallel use of two or more MSKs (with different MSK IDs) or MTKs (with different 
MTK IDs) within a Key Group ID shall not be allowed.This is due to the fact that 
MSK ID and MTK ID are sequence numbers. I.e. the UE would discard the 
MSK/MTK with smaller MSK ID/MTK ID. 

The use of the same MTK with two different transport services (or user services) 
should be avoided. This is to avoid synchronization problems in the UE when a 
new MTK is taken into use in the traffic. I.e. if the MTK is not changed 
synchronously in the traffic flows the UE would discard the traffic with smaller 
MTK ID. 
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not approved: 

Use of MSKs and MTKs remains underspecified. 
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4.2 Key management overview 
An MBMS User Service may use one or more MBMS Service Keys (MSKs), which may be in use at the same time and 
are managed at the MBMS User Service Level. The BM-SC controls the use of the MBMS Service Keys (MSKs) to 
secure the different Transport Services that make up the MBMS User Service. The MSKs are not directly used to secure 
the MBMS Transport Services, but they are used to protect the delivery of MBMS Transport Keys (MTKs), which are 
used to secure the MBMS Transport Services, as specified within subclauses 6.5 and 6.6. MSKs and MTKs are 
managed at the MBMS User Service Level. 

There shall be only one MSK and MTK in use within one Key Group ID. I.e. parallel use of two or more MSKs (with 
different MSK IDs) or MTKs (with different MTK IDs) within a Key Group ID shall not be allowed. 

NOTE:  According to good security practice the The use of the same MTK (this implies also the same MSK) with two 
different security protocols transport services (or user services) shall should be avoided. 

NOTE: This is to avoid synchronization problems in the UE when a new MTK is taken into use in the traffic. 
I.e. if the MTK is not changed synchronously in the traffic flows the UE would discard the traffic with 
smaller MTK ID. 

For MBMS User Services it shall be possible to share one or more MSKs with other MBMS User Services, since 
aAccording to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. It shall 
be possible for MBMS User Services to share one or more MSKs for the shared Transport Services with other MBMS 
User Services. 

NOTE:  While sharing MSKs among different MBMS User Services, care shall be taken that the Users are not 
given access to data that they are not entitled to. 
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