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Reason for change: � To clarify the allowed combinations of confidentiality and integrity protection 
  
Summary of change: � The current text in 5.3 specifying the combinations of confidentiality and integrity 

protection for MBMS are unclear and are also contradictory with the 
requirements in annex C. 
The allowed combinations in the protection of the traffic for MBMS service are 
clarified: 
- no protection 
- confidentiality protection and integrity protection 
- confidentiality protection only 
- integrity protection only 
 

  
Consequences if  � 
not approved: 

The allowed combinations of confidentiality and integrity protections remains 
unclear. 
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5.3 Protection of the transmitted traffic 
The traffic for a particular MBMS service may require some protection depending on the sensitivity of the data being 
transmitted (e.g. it is possible that the data being transmitted by the MBMS service is actually protected by the DRM 
security method and hence requires no additional protection). If tThis protection is required, it will be either 
confidentiality and integrity or just confidentiality only or integrity only. The protection is applied end-to-end between 
the BM-SC and the UEs and will be based on a symmetric key shared between the BM-SC and the UEs that are 
currently accessing the service. The actual method of protection specified may vary depending on the type of data being 
transmitted, e.g. media streaming application or file download. 

NOTE: When MBMS data is received over a point-to-point MBMS radio bearer, it would be ciphered between 
the BM-SC and UE and may also ciphered over the radio interface. This "double ciphering" is 
unnecessary from a security point of view and hence the decision of whether or not to apply radio 
interface ciphering to a point-to-point MBMS radio bearer is outside the scope of this specification. 
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