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*** BEGIN SET OF CHANGES *** 

6.1.5.3 Tunnel Redirection  
 
This procedure is to redirect the tunnel during tunnel establishment procedure. When the AAA server determines that 
the user is authorised to access the W-APN through the different PDG and not through the requested PDG, then AAA 
server sends the alternate PDG’s IP address for the requested W-APN.  The WLAN UE will attempt a new tunnel 
establishment request to the alternate PDG.  

The sequence diagram is shown in this chapter. The EAP message parameters and procedures regarding tunnel 
redirection are omitted since they are already described in this technical specification. Only decisions and processes 
relevant to tunnel redirection procedure are explained.   

 

 
Sequence of events: 

1. The WLAN UE and the Requested PDG exchange the first pair of messages, known as IKE_SA_INIT, in which 
the PDG and WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman 
exchange. 
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1. IKE_SA_INIT 
[Headers, Sec. associations, D - H values, Nonces ]

- - 

3. EAP Response Identity 
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3. EAP Response Identity 
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4.  Check on user’s subscription, if tunnel is 
allowed. User profile and AVs retrieval if 
needed. In case the requested PDG is not 
authorized, but WLAN UE is authorized, 
then AAA server transmit alternate PDG’s 
IP which is authorized to access the W-
APN to the WLAN UE 

5. EAP-Request/AKA-Notification 
Tunnel Redirect Notification with Alt PDG IP address 

6. IKE_AUTH Response 
[Tunnel Redirect Notification with Alt. PDG IP address] 

7. IKE_SA_INIT 
[Headers, Sec. associations, D - H values, Nonces ][Headers, Sec. associations, D - H values, Nonces ]

[Header, User id, Configuration Payload, Sec. Associations, Traffic selectors] 

8. IKE_AUTH Request 
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2. The WLAN UE sends the user identity in this first message of the IKE_AUTH phase, and begins negotiation of 
child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it 
wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format 
specified in ref [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the 
IMSI is described in ref. [4] and [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). 

Editors note: (1) The control of simultaneous sessions in the EAP authentication has to be possible as in 
WLAN access authentication. Nevertheless, it is needed to study in detail how the parameters to perform 
this control have to be transferred in EAP/IKEv2. For example, the VPLMN id could be included in the 
NAI (see ref. [33] section 5.3.4) (2) W-APN should be sent in this step, because in [33], there is following 
sentence; “The WLAN UE shall include the W-APN and the user identity in the initial tunnel 
establishment request.” One possibility is to include the W-APN in the IDr parameter in the IKE_AUTH 
phase, but this has to be studied in detail. 

 
3. The PDG sends the EAP Response identity message to the AAA server, containing the user identity. The PDG 

shall include a parameter indicating that the authentication is being performed for tunnel establishment, as 
indicated in ref. [32]. This will help the AAA server to distinguish between authentications for WLAN access 
and authentications for tunnel setup. Also the PDG sends W-APN to the AAA server in the Diameter message. 

4. AAA server verifies that the WLAN UE requesting for the W-APN access is authorized to access with the 
selected PDG. If not, but the WLAN UE is authorized to access the W-APN through the different PDG, then the 
AAA server shall transmits the alternate PDG’s IP address to the WLAN UE. 

5. AAA server shall transmit an EAP AKA Notification as tunnel redirection and includes alternate PDG’s IP 
address in the Diameter message.     

Editors note: Passing the alternate PDG’s IP address from the AAA server to the PDG in the diameter message 
has to be studied in detail. One possibility is by sending the Diameter error code as 
DIAMETER_AUTHORIZATION_REJECTED, ‘E’ bit set and including the redirect-host AVP to carry 
the alternate IP address. 

 
6. The PDG relays the EAP AKA Notification within the IKEv2 Auth Response. The PDG shall include Alternate 

PDG’s IP address with in the IKEv2 Message. 

Editors note: Passing the alternate PDG’s IP address from the PDG to the WLAN UE in the IKEv2 message has 
to be studied in detail. One possibility is by sending Notify payload by setting Notify Message type as 
tunnel redirect and including the alternate PDG’s IP address in the Notification Data. 

7. WLAN UE then starts the IKE_SA_INIT exchange with the Alternate PDG to negotiate cryptographic 
algorithms, exchange nonces and performs a Diffie_Hellman exchange. 

8. WLAN UE initiates the tunnel establishment procedure with the alternate PDG and follow the procedure as 
described in the section 6.1.5.1 

*** END SET OF CHANGES *** 
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