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***** NEXT CHANGE***** 

Introduction 
The security of MBMS provides different challenges compared to the security of services delivered over point-to-point 
services. In addition to the normal threat of eavesdropping, there is also the threat that it may not be assumed that valid 
subscribers have any interest in maintaining the privacy and confidentiality of the communications, and they may 
therefore conspire to circumvent the security solution (for example one subscriber may publish the decryption keys 
enabling non-subscribers to view broadcast content). Countering this threat requires the decryption keys to be updated 
frequently in a manner that may not be predicted by subscribers while making efficient use of the radio network. 

1 Scope 
The Technical Specification covers the security procedures of the Multimedia Broadcast/Multicast Service (MBMS) for 
3GPP systems (UTRAN and GERAN). MBMS is a GPRS 3GPP system network bearer service over which many 
different applications could be carried. The actual method of protection may vary depending on the type of MBMS 
application. 

***** NEXT CHANGE***** 

3.2 Symbols 
For the purposes of the present document, the following symbols apply: 

MUK_I Integrity key derived from key MUK 
MUK_C Confidentiality key derived from key MUK 
MSK_I Integrity key derived from key MSK 
MSK_C Confidentiality key derived from key MSK  

3.3 Abbreviations 
For the purposes of the present document, the following abbreviations apply: 

GBA Generic Bootstrapping Architecture 
GBA_ME ME-based GBA 
GBA_U GBA with UICC-based enhancements 
MBMS Multimedia Broadcast/Multicast Service 
MGV-F MBMS key Generation and Validation Function 
MGV-S MBMS key Generation and Validation Storage 
MSK_C Confidentiality key derived from key MSK  
MSK_I Integrity key derived from key MSK 
MUK_C Confidentiality key derived from key MUK 
MUK_I Integrity key derived from key MUK 
NAF Network Application Function 
 

****** NEXT CHANGE ******* 

 

4.1 MBMS security architecture  
MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of a multicast 
service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method 
of authentication, key distribution and data protection for a multicast service. The AKA protocol (see TS 33.102 [4]) is 
used to both authenticate a user and agree on keys to be used between that user and the network. These keys are 
subsequently used to provide protection of traffic between the network and the UE.  
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U E R A N G G S NS G S N B M - S C
 

Figure 4.1: MBMS security architecture 

Figure 4.1 gives an overview of the network elements involved in MBMS from a security perspective. Nearly all the 
security functionality for MBMS (beyond the normal network bearer security) resides in either the BM-SC or the UE. 

The Broadcast Multicast – Service Centre (BM-SC) is a source for MBMS data. It could also be responsible for 
scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for 
transmission. It is responsible for generating and distributing the keys necessary for multicast security to the UEs and 
for applying the appropriate protection to data that is transmitted as part of a multicast service. The BM-SC also 
provides the MBMS bearer authorisation for UEs attempting to establish multicast bearer. 

The UE is responsible for receiving or fetching keys for the multicast service from the BM-SC and also using those 
keys to decrypt the MBMS data that is received. 

4.2 Key management overview 
An MBMS User Service may use one or more MBMS Service Keys (MSKs), which may be in use at the same time and 
are managed at the MBMS User Service Level. The BM-SC controls the use of the MSKs to secure the different 
Transport Services that make up the MBMS User Service. The MSKs are not directly used to secure the MBMS 
Transport Services, but they are used to protect the delivery of MBMS Transport Keys (MTKs), which are used to 
secure the MBMS Transport Services, as specified within subclauses 6.5 and 6.6. 

NOTE:  According to good security practice the use of the same MTK with two different security protocols shall 
be avoided. 

For MBMS User Services it shall be possible to share one or more MSKs with other MBMS User Services, since 
according to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. 

NOTE:  While sharing MSKs among different MBMS User Services, care shall be taken that the Users are not 
given access to data that they are not entitled to. 

****** NEXT CHANGE ******* 

5.3 Protection of the transmitted traffic 
The traffic for a particular MBMS service may require some protection depending on the sensitivity of the data being 
transmitted (e.g. it is possible that the data being transmitted by the MBMS service is actually protected by the DRM 
security method and hence might not requires no additional protection. However, MBMS protection is independent of 
DRM protection). This protection will be either confidentiality and integrity or just confidentiality. The protection is 
applied end-to-end between the BM-SC and the UEs and will be based on a symmetric key shared between the BM-SC 
and the UEs that are currently accessing the service. The actual method of protection specified may vary depending on 
the type of data being transmitted, e.g. media streaming application or file download. 

NOTE: When MBMS data is received over a point-to-point MBMS radio bearer, it would be ciphered between 
the BM-SC and UE and may also ciphered over the radio interface. This “double ciphering” is 
unnecessary from a security point of view and hence the decision of whether or not to apply radio 
interface ciphering to a point-to-point MBMS radio bearer is outside the scope of this specification. 

****** NEXT CHANGE ******* 
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6 Security mechanisms 

6.x Key management overview 
An MBMS User Service may use one or more MBMS Service Keys (MSKs), which may be in use at the same time and 
are managed at the MBMS User Service Level. The BM-SC controls the use of the MSKs to secure the different 
Transport Services that make up the MBMS User Service. The MSKs are not directly used to secure the MBMS 
Transport Services, but they are used to protect the delivery of MBMS Transport Keys (MTKs), which are used to 
secure the MBMS Transport Services, as specified within subclauses 6.5 and 6.6. 

NOTE:  According to good security practice the use of the same MTK with two different security protocols shall 
be avoided. 

For MBMS User Services it shall be possible to share one or more MSKs with other MBMS User Services, since 
according to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. 

NOTE:  While sharing MSKs among different MBMS User Services, care shall be taken that the Users are not 
given access to data that they are not entitled to. 

6.1 Using GBA for MBMS 
GBA (Generic Bootstrapping Architecture) [6] is used to agree keys that are needed to run an MBMS Multicast User 
service. MBMS imposes the following requirements on the MBMS capable UICCs and MEs: 

A UICC that contains MBMS key management functions shall implement GBA_U. 

An ME that supports MBMS shall implement GBA_U and GBA_ME, and shall be capable of utilising the MBMS 
key management functions on the UICC. 

Before a user can access an MBMS User service, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-
keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within 
[6] clause 5. The BM-SC will act as a NAF (Network Application Function) according to [6]. 

The MSKs for an MBMS User service shall be stored on either the UICC or the ME. Storing the MSKs on the UICC 
requires a UICC that contains the MBMS management functions (and that is GBA aware) and requires that the BM-SC 
is GBA_U aware. As a result of the GBA_U run in these circumstances, the BM-SC will share a key Ks_ext_NAF with 
the ME and share a key Ks_int_NAF with the UICC. This key Ks_int_NAF is used by the BM-SC and the UICC as the 
key MUK (MBMS User Key) to protect MSK deliveries to the UICC as described within subclause 6.3. The key 
Ks_ext_NAF is used as the key MRK (MBMS Request Key) within the protocols as described within subclause 6.2. 

NOTE: A run of GBA_U on a GBA aware UICC will not allow the MSKs to be stored on the UICC, if the MBMS 
management functions are not present on the UICC. 

In any other circumstance, a run of GBA results in the BM-SC sharing a key Ks_(ext)_NAF with the ME. This key 
Ks_(ext)_NAF is used by the BM-SC and the ME to derive the key MUK and the key MRK (MBMS Request Key). 
The key MUK is used to protect MSK deliveries to the ME as described within subclause 6.3. The key MRK is used to 
authenticate the UE towards the BM-SC within the protocols as described within subclause 6.2. 

****** NEXT CHANGE ******* 

 

6.3.2.3.2 Push solicited pull 

While the push is the regular way of updating the MSK to the UE, there may be situations where the BM-SC solicits the 
UE to contact the BM-SC and request for new MSKs. An example of such situation is when the BM-SC wants the UE 
to authenticate itself during the service or when the MUK has expired. 
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UE BM-SC

HTTP POST (MSK request)
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HTTP POST (MSK request)

HTTP 401 WWW-Authenticate 
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MIKEY (MSKs) / UDP

MIKEY ACK / UDP

HTTP POST Authorization request 
(digest response) (MSK request)

HTTP 200 OK Authentication-Info 
(success / failure)

MIKEY (key id = 0x0) / UDP

 

Figure 6.3: Push solicited pull 

The BM-SC sends MIKEY message over UDP to the UE. The key IDs in the extension payload of the MIKEY message 
set to 0x0 to indicate that the UE should request for current MSK from the BM-SC. 

When the UE contacts the BM-SC, the BM-SC may trigger re-authentication of the UE or even re-run of GBA 
procedure to update the MUK as is described in [6]. 

The rest of the procedure is the same as in 6.3.1. 

****** NEXT CHANGE ******* 

 

6.4.4 General extension payload 

The MSK and MTK shall be delivered in messages that conform to the structure defined in MIKEY [9]. To be able to 
keep track of the keys, a new general Extension Payload (EXT) is defined that conforms to the structure defined in 6.15 
of MIKEY[9]. The IDs of the involved keys are kept in the EXT, to enable the UE to look up the identity of the key 
which was used to protect the message, and which key is delivered in the message. This EXT is incorporated in the 
MIKEY messages (see Figure 6.4). When an MSK is delivered to a UE, the MIKEY message contains an EXT that 
holds the MUK ID of the MUK used to protect the delivery, and the MSK ID of the MSK delivered in the message. For 
messages that contain an MTK, the EXT contains the MSK ID of the MSK used to protect the delivery, and the MTK 
ID of the MTK contained in the message. The MSK ID and MTK ID are increased by 1 every time the corresponding 
key is updated. It is possible that the same MTK is delivered several times in multicast, and the ME can then discard 
messages related to a key it already has instead of passing them to the MGV-F.  

The MGV-F (see subclause 6.5) protects itself from a possibly malicious ME by checking the integrity and freshness of 
the MIKEY message.  

The format of the key IDs shall be represented by unsigned integer counters, different from zero. The reason for 
disallowing zero is that it is reserved for future use. Note that this means that there can only be 2^{n} - 1 2 n - 1different 
keys in use during the same session, where n is the number of bits in the ID field. 
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Outer Key ID Inner Key IDOuter Key ID Inner Key ID  

Figure 6.4: Extension payload used with MIKEY 

The Inner Key ID is the ID of the key that is transported in the message (i.e. an MSK or MTK). The Outer Key ID is the 
ID of the key used as pre-shared secret for the key delivery (i.e. an MUK or MSK). 

****** NEXT CHANGE ******* 

 

6.4.6.1 MSK MIKEY Message Reception 

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following 
section 5.3 of [9]). 

1. The Data Type field of the common MIKEY header (HDR) is examined, and if it indicates an MSK delivery, the 
MUK ID is extracted from the Extension Payload. 

2. The Timestamp Payload is checked, and the message is discarded if the counter is larger smaller or equal to the 
current MIKEY replay counter associated with the given MUK (the counter value is retrieved from MGV-S). To 
avoid issues with wrap around of the ID fields ``smaller than´´ should be in the sense of RFC1982 [10]. 

3. The Security Policy payload is stored if it was present. 

4. The message is transported to MGV-F for further processing, cf 6.5.2.  

5. The MGV-F replies success or failure. 

6.4.6.2 MTK MIKEY Message Reception 

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following 
section 5.3 of [9]).  

1. The Data Type field of the common MIKEY header (HDR) is examined, and if it indicates an MTSK delivery, 
the MSK ID is extracted from the Extension Payload. 

2. The Timestamp Payload is checked, and the message is discarded if the counter is larger smaller or equal to the 
current MIKEY replay counter associated with the given MSK (the counter value is retrieved from MGV-S). To 
avoid issues with wrap around of the ID fields ``smaller than´´ should be in the sense of RFC1982 [10]. 

3. If the MTK ID extracted from the Extension payload is less than or equal to the current MTK ID (kept in the 
ME), the message shall be discarded. 

4. The message is transported to MGV-F for further processing, cf 6.5.3. 

5. The MGV-F replies success (i.e. sending the MTK) or failure. 

****** NEXT CHANGE ******* 

 

6.5.4 MTK validation and derivation  

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the Data Type field 
in the common header. If the key inside the message is an MTK, MGV-F retrieves the MSK with the ID given by the 
Extension payload. 

It is assumed that the MBMS service specific data, MSK and the sequence number SEQs, have been stored within a 
secure storage (MGV-S). Both MSK and SEQs were transferred to the MGV-S with the execution of the MSK update 
procedures. The initial value of SEQs is determined by the service provider. 
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The MGV-F shall only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is 
deemed to be fresh. 

The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQs. If SEQp 
is equal or lower than SEQs then the MGV-F shall indicate a failure to the ME. If SEQp is greater than SEQs then the 
MGV-F shall calculate the MAC as defined in [9] using the received MIKEY message and MSK as input. This MAC is 
compared with the MAC of the KEMAC payload in the MIKEY message. If the MAC verification is unsuccessful, then 
the MGV-F will indicate a failure to the ME. If the MAC verification is successful, then the MGV-F shall update SEQs 
with SEQp value and start the generation of MTK. The MGV-F provides the MTK to the ME. 

If MAC verification is successful, Tthe MGV-F shall update in MGV-S the counter value in the Time Stamp payload 
associated with the corresponding MSK ID. 

NOTE: MIKEY includes functionality to derive further keys from MTK if needed by the security protocol. The 
key derivation is defined in section 4.1.3 of MIKEY [9]. 

****** NEXT CHANGE ******* 

6.6.1 General 

The data transmitted to the UEs is protected by a symmetric key (an MTK) that is shared by the BM-SC and UEs that 
are accessing the MBMS service. The protection of the data is applied by the BM-SC. In order to determine which key 
was used to protect the data key identification information is included with the protected data. The key identification 
information Key_ID will uniquely identify the MSK and contain other information needed to calculate the MTK. The 
MTK is derived processed according to the methods described in subclauses 6.4 and 6.5. Whenever data from an 
MBMS User Service has been decrypted, if it is to be stored on the UE it will be stored decrypted. 

NOTE: Including the key identification information with the protected data stops the UE trying to decrypt and 
render content for which it does not have the MSK. 
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