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1 Introduction 

The safety of GBA key material in GAA was discussed in the last meeting, a discussion paper and a pseudo-CR for 

adding the corresponding text to 33.919 were presented. But it was thought that there was no corresponding text in the 

GBA TS and it was considered premature to add it at that time 

We think the key safety of usage is important for use of GBA. The attached CR to 33.919 introduce the requirement to 

Application guideline to use GAA. There is another contribution to 33.220 discussing the corresponding solution and 

proposing to add the solution to 33.220. 
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Reason for change: � The key leaking out is potential security threaten during the usage of the service, 

e.g. leakage of key with not well safed local connections in UE, then a frequent 
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7.1 Use of shared secrets and GBA 
Some examples of where shared secrets from the innovation of GBA can be used are: 

- distribution of symmetric ciphering and integrity keys for securing applications running between the UE and a 
server in he network. Example protocols that can be used to secure an application and that require a shared secret 
include HTTP Digest, shared secret TLS and IPsec; 

- distribution of passwords and PIN for third party applications; 

- for protecting the distribution of certificates between the UE and the certificate authority. 

Security of using the shared secrets and GBA: 

When the Application use the shared secret generated in GBA, the NAF should be able to limit abnormal using the 
shared secrets (e.g.,  encroached a reasonable frequency or times set by the operator)and initiate the bootstrapping 
renegotiation described in TS 33.220 to get new shared secrets. 
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