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1
Introduction

Contributions S3-040591, S3-040592, and S3-040593 from Nokia, Alcatel, Gemplus, and Motorola, and contribution S3-040508 from Siemens discuss the possible ways to select the UICC application, i.e., USIM or ISIM, to be used in bootstrapping. The concept was developed further in offline discussions during the SA3#34 meeting, and this contribution presents the result of these discussions.

2
Discussion

2.1
Identified issues/problems

The following issues/problems have been identified in the parallel usage of USIM and ISIM in GAA:

(a)
Some applications may have a preference to use the ISIM while other applications may want to use USIM. There is a need to let applications on the ME state their preference, e.g., the application on the ME talking to the presence list server over the Ut reference point may always want to use an ISIM, whereas the MBMS application on the ME wants to use the USIM.

(b)
If the UE has more than one ISIM or USIM application, e.g., the subscriber as a private person and the subscriber as a company employer, which ISIM or USIM should be used in GBA, i.e., in which role the subscriber wants to access the NAF. The ME needs to able to select the correct application on the UICC that is applicable to the particular situation.

(c)
The UICC can only have a limited number of applications active (one for Release 99 UICCs and four for UICCs from later releases), i.e., the activation of an application on the UICC may not be possible. Furthermore, the activation of a UICC application may require human user involvement (PIN entry). An activation of an inactive application on the UICC should be avoided.

(d)
The user profile information / user security settings in the HSS may be different or may be the same for different private identities (ISIMs or USIMs respectively), depending on the role to which they relate. It should be ensured that different identities and UICC applications used in the Ub protocol point to the same user security settings, if they relate to the same role. 

2.2
Proposed selection process

Both the USIM and the ISIM can be used to authenticate the UE and the network and derive the key Ks in the protocol over the Ub reference point. If there is more than one UICC application of type either ISIM or USIM, then different keys Ks may result depending on the selected application. Consequently, for each derivation of a key Ks_NAF from a Ks, there needs to be a rule to decide, from which UICC application the key Ks shall be derived.

The selection process proceeds in the following steps: 

1.
The UE determines which UICC application is to be involved:

a.
the application on the ME that needs Ks_NAF may indicate to the GBA application the type of the UICC application: no preference, USIM, or ISIM. If the application on the ME indicated that the UICC application type should be:

-
the USIM on the UICC; step b below is skipped and in step d only the USIM applications are considered.

-
the ISIM on the UICC; step c below is skipped and in step d only the ISIM applications are considered.


If the application on the ME did not indicate a preference, the selection process is executed as described below,

b.
the ME shall select among the active ISIMs; if there is more than one active ISIM, the UE may show an ISIM selection dialog to the end user (the list contains the "Labels" from the application list of the UICC), from which the end user selects the ISIM; if no dialogue is shown the ME shall select any one of the active ISIMs.

c.
the ME shall select among the active USIMs; if there is more than one active USIM, the UE may show a USIM selection dialog to the end user (the list contains the "Labels" from the application list of the UICC), from which the end user selects the USIM; if no dialogue is shown the ME shall select any one of the active USIMs.

d.
if there are no UICC applications active:

-
if there is only one UICC application, the UE activates it, if possible, and selects it;

-
if there is more than one UICC application, the UE may show a UICC application selection dialog to the end user (the list contains the "Labels" from the application list of the UICC), from which the end user selects the UICC application to be activated; if no dialogue is shown the ME shall activate the default USIM, if possible, and select it.

2.
If there already is a key Ks derived from the selected UICC application, the UE takes this key to derive Ks_NAF.

3.
If there is no such key Ks, the UE first runs the Ub protocol involving the selected UICC application and then goes to step 2.

3
Proposal

-
Add the selection method described in section 2.2 to TS 33.220.

-
Add requirements to TS 33.220 that it shall be possible to map multiple private identities to the subscriber's user profile / user security settings.

-
Possibly send an LS to SA1 and T2 asking what their view on the user involvement during UICC application selection.

Annex A: Dialog example

A dialog window example is described below:

The title of the dialog: "Authentication request".

Explanation: "A service requires you to authenticate, please select your identity:"

List of identities: A selectable list of applications on the UICC. The text visible for each application is extracted from the "Label" field of the application list on the UICC.
Buttons: "Select" and "Cancel".




