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Annex D (normative): UICC-ME interface
D.1 MSK Update Procedure

This procedure is part of the MSK update procedure as described in 6.4 (Validation and key derivation functions in MGV-F).

The ME has previously performed a GBA_U bootstrapping procedure as described in TS 33.220. The UICC stores the corresponding Ks_int_NAF together with the NAF_Id associated with this particular bootstrapping procedure.

The ME receives a MIKEY message containing an MSK update procedure. After performing some validity checks, the ME sends the whole message to the UICC. The ME also includes in this request NAF_Id to identify the stored Ks_int_NAF.

The UICC then uses Ks_int_NAF as the MUK value for MUK derivation and MSK validation and derivation (as described in chapter 6.4.1 and 6.4.2) 

After successful MSK Update procedure the UICC stores the Network ID, Key Group ID, MSK ID, MSK and MSK Validity Time (in the form of MTK ID interval). 
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Figure x: MSK Update Procedure

D.2 MSK Verification Message Generation

This procedure is part of the MSK Verification Message as described in 6.3.6.2 (MSK Verification message)

The ME constructs the verification message in response to the MSK-transport message when it is required by BMSC.

The ME shall then give the constructed MIKEY verification message, with an empty MAC field, to the UICC. The ME also includes in this request NAF_Id to identify the stored Ks_int_NAF=MUK to be used in the MSK Verification Message Generation.

The UICC will verify that the Time Stamp MIKEY field correspond to the previous MSK Update procedure. Then, the UICC shall compute and send the MIKEY packet (including the calculated MAC field) as defined in 6.3.6.2. (MSK Verification message). 
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Figure x: MSK Verification Message 

D.3. MTK generation and validation

This procedure is part of the MTK generation and validation function as described in 6.4.3 (MTK validation and derivation)

The ME receives the MIKEY message (containing Header, Time stamp, Network ID, Key Group ID, MSK ID, MTK ID = SEQp, MGK[MTK] and MAC). After performing some validity checks, the ME sends the whole message to the UICC. The UICC computes the MGV-F function as described in section 6.4. (Validation and key derivation functions in MGV-F). After successful MGV-F procedure the UICC returns the MTK. 
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Figure x: MTK Generation and Validation
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