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Annex A

Session Key Exchange Algorithm (SKEA) for Local Interface Trusted Tunnel Establishment

Introduction

SKEA is designed to work with an adaptation of the TLS protocol [4] to provide per packet protections. SKEA is intended to be provided as part of a new TLS Ciphersuite for shared secret based authentication and TLS Master Secret generation. Thus, it maintains full compatibility with the TLS protocol as defined in reference [4].

The TLS Protocol as defined in [4] requires the use of Public Key Certificates at the client and the server to accomplish authentication (mutual authentication is optional) and Master Secret generation. However it does provide flexibility to use other methods for authentication & per packet protections. The SKEA does not require Public Key Certificates for authentication or Master Secret generation.  Proposals generated within the IETF for using the TLS “Session Resumption” mechanism allow a session to be established without the expensive part of the certificate based handshake based on public key cryptography. Reference [2] describes the use of the TLS session resumption capability to set up a protected channel without the extra overhead required in  session initialization based on public key methods.
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Figure 1: Trusted Tunnel Overview

The main goal of SKEA is to set up a Session Key (K) at both the Software Client on the terminal (SIM Access Module – SAM) and the UICC/Reader. SKEA must run both at the terminal’s software client and at the UICC/Reader. It is assumed that the SKEA runs in a suitably protected execution environment, the specifics of which are outside of the scope of this contribution.
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Figure 2: Protocol Overview 

Algorithm Advantages
The main advantages of SKEA are:

· Provides mutual authentication between Terminal and UICC/Reader [5]

· Use of symmetric key authentication eliminates the need for RSA or other public key methods, which tend to be slower. This saves crypto hardware at the UICC/Reader

· Use of symmetric key methods eliminates the need to address provisioning for public keys / certificates.

· Capability to produce different Trusted Tunnel TLS Master Secret (K) for each session.

· Leverages accepted mechanisms for key generation using a shared secret.

· Hashing algorithm in final step can be adjusted to get a session key of desired size

· AES is believed to provide better security over other encryption methods.

Algorithm Description

This algorithm is based on Reference [2] with enhancements described in Reference [1].  Figure 1 below depicts how this exchange works with the SON architecture. For the figure and the description below, SHA-X is assumed to be SHA-1 for the sake of simplicity.

A. The UICC/Reader and the Software Client share a secret, S (160-bit, 32 characters base32 encoded). 

a. The secret S is pre-shared via sticker or on the case other hardcopy and the owner types it into the Software Client or similar. To prevent attacks by a malicious user, the secret S can also be installed by the service provider, e.g. through a secure website

B. At the start of the protocol, the Software Client.

a. Generates a random nonce, NSAM (160-bit)

b. Sends NSAM to the UICC/Reader. 

C. The UICC/Reader then

a. Generates random nonce NREADER (160-bit)

b. Computes AUTHREADER = SHA-X(S | NREADER | NSAM) 

c. Sends both NREADER and AUTHREADER to the SAM. 

D. The Software Client 

a. Checks AUTHREADER that was sent by the UICC/Reader. This authenticates the reader. 

b. Computes AUTHSAM = SHA-X(S | NSAM | NREADER)

c. Sends AUTHSAM to the reader. 

E. The UICC/Reader  

a. Checks AUTHSAM. This authenticates the Software Client. Mutual authentication is complete

F. To compute the session key K, both parties compute 

x = SHA-X(NREADER | NSAM | S)
and use the most significant 128 bits of x as an AES key. 

G. Both the Software Client and the UICC/Reader then initialize AES in counter mode, using the least significant 32 bits of x as the initial counter value (after padding to make total length 128 bits), and 48 bytes are generated for use as the TLS master secret K. 

H. Standard TLS client/server session key derivation is used from this point.
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Figure 3: SKEA Algorithm
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