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Introduction

This contribution is a follow-up on previous discussions held around GUP security in SA3#32 and SA3#33. 

It captures the conclusions from the PowerPoint presentation around Security and Privacy at Liberty Alliance´s Web Services Framework (LAP-WSF) and tries to address open issues around GUP Security as raised in earlier discussions at SA3. 

Background

SA3 has repeatedly discussed GUP security issues. In particular …

· Discussion around input paper [S3-040035] at SA3#32 meeting concluded with SA3 agreeing the working assumption to “adopt the Liberty Alliance Project ID-WSF security solutions as the basis for the GUP security work”. 

· Discussion around input paper [S3-040338] at SA3#33 meeting concluded with SA3 agreeing that “SA3 considers that GUP security can be specified in existing 3GPP documents. Thus, an SA3 deliverable is not seen as necessary”.
This was effectively communicated to SA2 and CN4 groups in LS [S3-040199] and [S3-040385].

However, SA3 still felt that some more analysis of the following issues was required …
· The impacts of using client certificates need to be studied in case the GUP requestor over Rg-interface is a UE. GBA (Generic Bootstrapping Architecture) based client authentication may possibly be used in this case.

· The impact of potential double encryption needs to be studied by SA3.

· Which specification would be suitable for specifying security for the Rg reference point

· Potential profiling of the Liberty Alliance Project ID-WSF security solution in the scope of GUP security

· Potential alignments of terminology in 3GPP and Liberty Alliance Project specifications

· Use of Liberty Alliance Project Privacy mechanisms

This contribution tries to provide satisfactory answers to these open issues so GUP specification work can be completed including references to relevant LAP-WSF security and privacy related specifications.

Discussion

The companion presentation should have provided already a good analysis on how GUP and Liberty Alliance´s architecture relate and how LAP-WSF defined Security and Privacy mechanisms can be applied in order to fulfil GUP´s security and privacy requirements.    

In particular we could find direct answers to the following SA3 Open Issues …

· Which specification would be suitable for specifying security for the Rg reference point

Liberty Alliance has developed a set of normative and non-normative specifications dealing with Security and Privacy aspects …

· [LAP-WSF Security Mechanisms]

· [LAP-WSF Interaction Service]

· [LAP-WSF Security&Privacy Overview]

· [LAP-WSF Security&Privacy Best Practices]
At least normative specifications (first two ones) shall be enough in order to address GUP Security and Privacy requirements both at Rg and Rp reference points.   

Other LAP-WSF specifications also define features relevant for security and privacy (e.g. use of “User Consent” and “User Directives“ SOAP Header Blocks as defined in [LAP-WSF SOAP Bindings]) but these are already being referred by N4 anyway so there would be no need for SA3 to point to them. 

· Use of Liberty Alliance Project Privacy mechanisms

Liberty Alliance considers privacy and security of end-user’s profile information to be extremely important. This philosophy has driven many decisions crucial in the specification development and the availability of different security functions that protects privacy as shown in the companion presentation 
· Potential profiling of Liberty Alliance ID-WSF security solution in the scope of GUP security

The companies signing this contribution believe that all security and privacy features as defined by LAP-WSF are applicable in order to specify security at both Rg and Rp reference points.

· Rg reference point may expose user profile information to external applications and thus it seems reasonable to consider all security and privacy features available in LAP-WSF.

· Operations at Rp are exactly the same as for Rg. Even when in principle, trust models for Rp and Rg might be different, GUP security and privacy requirements are stated in a generic form both for Rg and Rp reference points. 

It should be therefore convenient to consider the whole LAP-WSF security and privacy solution in scope of GUP security.  

· Potential alignments of terminology in 3GPP and Liberty Alliance Project specifications

To some extent, it is inevitable to face terminology issues while making references to external specifications (most probably some of the 3GPP references to IETF RFCs are in this kind of situation already). However this should not be seen as a problem or as an open issue that 3GPP should give a solution to in all cases. 

In the case of LAP-WSF and after not a very thorough reading, someone familiar with 3GPP-GUP could get a fairly good view around similarities in functionality, architecture and protocols and at the same time grab the differences in terminology. 

· The impacts of using client certificates need to be studied in case the GUP requestor over Rg-interface is a UE.
Even when the companies signing this contribution believe that the most common case will be that where the GUP requestor over the Rg-interface is a Network-based application, the case of having a UE instead is a perfectly valid scenario implementable with normative LAP-WSF specifications. 

In principle, any UE capable of implementing LAP-WSF specifications should be able to interact over the Rg interface as if it were a Network-based Application. However, LAP-WSF also provides profiles to utilize LAP-WSF specifications to enable particular scenarios where a Liberty User Agent and Device (LUAD) act as a LAP-WSF entity, while ensuring a high degree of interoperability, security and privacy. In particular section 3 in [LAP-WSF Client Profiles] contains guidelines that would apply to a UE acting as a GUP requestor over Rg-interface (LUAD acting as a Web Services Client). 

SA3 has also mentioned that “GBA (Generic Bootstrapping Architecture) based client authentication may possibly be used in this case”. In general, 3GPP-GBA shall be considered as “complementary” technology rather than “conflicting” technology so acknowledging that there might be potential areas of applicability within 3GPP-GUP, the companies signing this contribution do not believe that definition of those should fall in scope of 3GPP-GUP (at least in this stage). 

· The impact of potential double encryption needs to be studied by SA3.
Reasoning behind this open item probably requires additional clarification in order to get an accurate answer but in any case, the companies supporting this contribution believe that LAP-WSF specifications make a proper use of (channel and message level) encryption techniques and that there should be no impact related to the encryption performed at CN either.  

Proposal

This contribution and the companion presentation should provide enough arguments to SA3 in order to be able to close remaining open items around GUP Security and in order to be able to endorse LAP-WSF specifications as the security and privacy solution to be used in GUP. 

In that case, it would be necessary to inform rest of 3GPP WGs involved in GUP specification work (i.e. SA2 and CN4) to proceed to include references to relevant LAP-WSF security and privacy specifications as previously suggested in [S3-040338].

Note: The only addition to this earlier proposal to SA2 and CN4 would be the reference to [LAP-WSF Interaction Service] specification.   

Otherwise, concerned SA3 members are invited to point specific aspects of LAP-WSF specifications where GUP security and privacy requirements would not be met. 
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Liberty Alliance Specifications are publicly available at http://www.projectliberty.org/specs/index.html
· [LAP-WSF Security Mechanisms] 

http://www.projectliberty.org/specs/liberty-idwsf-security-mechanisms-v1.1.pdf
· [LAP-WSF Interaction Service] 

http://www.projectliberty.org/specs/liberty-idwsf-interaction-svc-v1.0.pdf
· [LAP-WSF Security&Privacy Overview] 

http://www.projectliberty.org/specs/liberty-idwsf-security-privacy-overview-v1.0.pdf
· [LAP-WSF Security&Privacy Best Practices] http://www.projectliberty.org/specs/final_privacy_security_best_practices.pdf
· [LAP-WSF SOAP Bindings]

http://www.projectliberty.org/specs/liberty-idwsf-soap-binding-v1.1.pdf 

· [LAP-WSF Client Profiles] 
http://www.projectliberty.org/specs/liberty-idwsf-client-profiles-v1.0.pdf
