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Annex G: (informative):
Example of using EAP-AKA/EAP-SIM within IKEv2 for Mutual Authentication to create a IPSec Security Association for a Tunnel between UE and PDG.

Editor's note:
The discussion on the security mechanisms for the set up of UE-initiated tunnels is still ongoing. The text in section 6.1.5 reflects the current working assumption of SA3. Alternatives still under discussion in SA3 are contained in this Annex. They may be replace the current working assumption in section 6.1.5 of the main body if problems with the working assumptions arise. Otherwise, this annex will be removed before the TS is submitted for approval.

The IETF draft for IKEv2 [ref 29] uses AUTH for mutual authentication of the peers before forming the IPSec security association. This AUTH parameter is calculated based on a shared secret between the two peer entities. This shared secret can be either a pre-shared key, public key signatures or can be obtained through EAP procedures. This Annexure discusses the procedure to use IKEv2 in association with EAP between a WLAN UE and   PDG, to perform mutual authentication of  peers ( UE and PDG). 

In IKEv2 a special payload type “EAP payload “ is defined for allowing EAP messages within IKEv2.  Between the PDG and the AAA Server, EAP messages are typically encapsulated in an AAA protocol, e.g. in DIAMETER (see figure G.1). 
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Figure G.1: Example of mutual authentication for IKEv2 using EAP-AKA/EAP-SIM

Examples of EAP methods (RFCs or Internet Drafts) are:

-
EAP-SIM 
for SIM-based authentication. (Internet Draft) (Ref. [5]);

-
EAP-AKA for SIM and USIM-based authentication (Internet Draft) (ref. [4]);

The actual EAP authentication takes place between the UE and the AAA Server and is in principle transparent to the PDG. The PDG only has to forward all EAP messages between the UE and the corresponding AAA server. The EAP payloads within the IKEv2 message from the UE shall be extracted and sent over DIAMETER to the AAA server. Similarly the EAP messages from the AAA server shall be extracted from the DIAMETER and shall be sent to the UE encapsulated within IKEv2 messages. At the end of the EAP procedure, if authentication is successful, the AAA server sends a DIAMETER Access Accept message to the PDG (in the case DIAMETER is used as AAA protocol) with the session keys and EAP-Success as the attributes in the DIAMETER Access Accept message. The PDG then knows that the UE has been authenticated and uses the MSK received in the session keying material of the DIAMETER Access Accept message as the shared secret to calculate the AUTH value for mutual authentication. The PDG also sends the received EAP-Success message to the UE within IKEv2. The UE will also use the derived MSK as the shared secret to calculate AUTH value required for IKEv2 mutual authentication.  

*** END SET OF CHANGES ***
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