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Abstract

It may happen that several USIM and/or ISIM applications are present on the UICC. In this case, the specification text in TS 33.220 v610 is ambiguous, when referring to the run of http digest aka over Ub, and the private user identity IMPI and its use in key derivation. This discussion paper and the attached CR propose a solution to remove the ambiguity.

1. Problem statement 

Which UICC application to use in GBA? 

The 3G specifications for Rel6 allow that several USIM and/or ISIM applications are present on a UICC. All of these UICC applications are capable of running AKA, and, in principle, they may have different long-term keys K. Then, for a run of the Ub protocol, there need to be rules for the ME, which of the USIM or ISIM applications to involve in the run of http digest aka over the Ub reference point. This contribution and the companion CR suggest such rules.

A first suggestion is that the ME selects one of the active UICC applications, if there is one, and does not first try to activate an inactive one. One reason for this suggestion is that, in the general case, activation of a UICC application requires human user intervention (PIN code entry), which may be undesirable from a user interface point of view. A second reason is that the number of UICC applications, which can be simultaneously active, is limited. If several UICC applications are active then further decision rules are needed, see attached CR.

As the GBA is a generic tool which may be used to provide keys to all kinds of NAFs / application servers and is not limited to IMS, a mapping of NAF to UICC application is not suitable as a selection rule for the ME. Please note here that the Ub protocol can be run before the ME decides to run a particular application, and the keys resulting from the run of the Ub protocol can be used for any type of NAF. Please note also that e.g. a presence list server, which may be seen as an IMS application, shall be accessible without the user having to register with the IMS first, i.e. without the ISIM having to be active. 
Which IMPI to use for key derivation in GBA?

The key derivation in the GBA takes the IMPI as an input, see the following quotations from TS 33.220 v610:

Section 4.5.2:“Ks_NAF is computed as Ks_NAF = KDF (Ks, key derivation parameters), where KDF is a suitable key derivation function, and the key derivation parameters consist of the user's IMPI, the NAF_Id and RAND. The NAF_Id consists of the full DNS name of the NAF. KDF shall be implemented in the ME.” 

and

Section 5.3.2: “ Ks_ext_NAF is computed as Ks_ext_NAF = h2 (Ks_ext, h2-key derivation parameters), and Ks_int_NAF is computed in the UICC as Ks_int_NAF = h2 (Ks_int, h2-key derivation parameters), where h2 is a suitable key derivation function, and the h2-key derivation parameters include the user's IMPI, the NAF_Id and RAND. The NAF_Id consists of the full DNS name of the NAF.”

Which IMPI to use depends on the selected UICC application.  

2. Proposed solution
See attached CR.
