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BEGIN OF CHANGE

4 Generic Bootstrapping Architecture 

The 3GPP authentication infrastructure, including the 3GPP Authentication Centre (AuC), the USIM, or the ISIM, and the 3GPP AKA protocol run between them, is a very valuable asset of 3GPP operators. It has been recognised that this infrastructure could be leveraged to enable application functions in the network and on the user side to establish shared keys. Therefore, 3GPP can provide the "bootstrapping of application security" to authenticate the subscriber by defining a Generic Bootstrapping Architecture (GBA) based on AKA protocol.
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BEGIN OF CHANGE

4.3.1
Reference point Ub

The reference point Ub is between the UE and the BSF. Reference point Ub provides mutual authentication between the UE and the BSF. It allows the UE to bootstrap the session keys based on 3GPP AKA infrastructure.

The HTTP Digest AKA protocol, which is specified in RFC 3310 [4], is used on the reference point Ub. It is based on the 3GPP AKA TS 33.102 [2] protocol. The interface to the USIM is as specified in TS 31.102 [1]. The interface to the ISIM is as specified in TS 31.103 [10].
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4.4.4
Requirements on reference point Ub

The requirements for reference point Ub are:

-
the BSF shall be able to identify the UE;

· the BSF and the UE shall be able to authenticate each other based on AKA; 

· when several applications are present on the UICC, which are capable of running AKA, then the ME shall select one of these UICC applications for performing the authentication over Ub in the following order of preference:

select the default USIM, if it is active;

-if not, select any other active USIM, if there is one;

if not, select any other active ISIM, if there is one;

-if not, activate the default USIM before initiating the protocol run over Ub;
· if a USIM is selected, the IMPI obtained from the IMSI stored on the USIM as specified in 3GPP TS 23.003 section 13.3[11], is used in the protocol run over Ub; 
NOTE: strictly speaking, an IMPI, and the derivation of an IMPI from an IMSI as in 3GPP TS 23.003 section 13[11] are only defined in the context of the IMS. For the purposes of this specification, however, an identifier obtained from an IMSI as specified in 3GPP TS 23.003 section 13.3 [11] is also called an IMPI, even if the user has no IMS subscription. 
· if an ISIM is selected, the IMPI stored on the ISIM is used in the protocol run over Ub;
-
the BSF shall be able to send a Transaction Identifier to the UE.

END OF CHANGE 

�SEITE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�SEITE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�SEITE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�SEITE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�SEITE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�SEITE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�SEITE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�SEITE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�SEITE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�SEITE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�SEITE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�SEITE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�SEITE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�SEITE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�SEITE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�SEITE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�SEITE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�SEITE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�SEITE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�SEITE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





CR page 1

