
3GPP TSG-SA-WG3 Meeting #33 
Tdoc (
S3-040392

10th – 14th May 2004, Beijing, China 

	CR-Form-v7

	CHANGE REQUEST

	

	(

	TS 33.246
	CR
	CRNum
	(

rev
	
	(

Current version:
	1.1.1
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Calculating validity for MIKEY message

	
	

	Source:
(

	Ericsson

	
	

	Work item code:
(

	MBMS
	
	Date: (

	13/05/2004

	
	
	
	
	

	Category:
(

	C
	
	Release: (

	Rel-6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

	
	

	Reason for change:
(

	MGV-F can be updated to support MIKEY.  

	
	

	Summary of change:
(

	Updating the MGV-F to support MIKEY.
Section 6.3a is removed.

The order of MAC calculation and SEQ checking is reversed to optimize the performance.
The service ID is removed from the figure since it is indicated in the CSB-ID of MIKEY header  (This is alignment with S3-040258).


	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	6.3

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	















6.3

MTK generation and validation at the UE
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Figure 2: MTK Validation and Generation Function.  
The ME will call the (MTK Generation and Validation Function) MGV-F that is realized as part of the ME or as part of the UICC. It is assumed that the MBMS service specific data, MSK and the sequence number SEQs, have been stored within a secure storage (MGV-S). This MGV-S may be realized on the ME or on the UICC but for certain type of MBMS services the UICC shall be used as determined by the service provider. Both MSK and SEQs were transferred to the MGV-S with the execution of the key update procedures as described in section 6.2. The initial value of SEQs is determined by the service provider.

When the ME receives the MIKEY message {including e.g.MSK -ID, MTK ID = SEQp, MGK[MTK], MAC} from the ptm data stream, it shall give the MIKEY message to the MGV-F. The MGV-F shall only calculate and deliver the MBMS Traffic Key (MTK) to the ME if the ptm-key information is deemed to be fresh. How this shall be done is described below:  

The MGV-F shall derive a key MFK (MBMS traffic key Freshness Key) from the MSK using a key derivation function Ff, and shall derive a key MGK (MBMS traffic key Generation Key) from the MSK using a key derivation function Fg.     

The traffic key generation shall be performed in the following way: 

The traffic key decrypt function Ft decrypts the received MGK[MTK] to obtain MTK. 

The freshness check shall be performed in the following way: 

The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQs. If SEQp is equal or lower than SEQs then the MGV-F shall indicate a failure to the ME. If SEQp is greater than SEQs then the MGV-F shall calculate the MAC using a keyed MAC function Fm with the received MIKEY message and the key MGK as input. This MAC is compared with the MAC of the KEMAC payload in the MIKEY message. If the MAC defers then the MGV-F will indicate a failure to the ME. If the MAC is equal then the MGV-F shall update SEQs with SEQp value and start with the generation of MTK.  

The MGV-F provides the MTK to the ME.






�PAGE \# "'Page: '#'�'"  �Page: 1��� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �Page: 1��� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �Page: 1��� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �Page: 1��� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





3GPP


_1144480403.doc
























[image: image1]

MSK: MBMS Service Key (128-bit)







MTK: MBMS Traffic Key (128-bit)







Time stamp











MGK[MTK]







MTK ID = SEQ







Ff











Fg











MGK:



MBMS Session Key Generation Key







MFK: 



MBMS Session Key Freshness Key







Ft







Check MAC (Fm)







(N)OK







MAC







MSK ID 







Service ID











Header
















_1145843391.doc
























[image: image1]

MSK: MBMS Service Key (128-bit)







MTK: MBMS Traffic Key (128-bit)







Time stamp











MGK[MTK]







MTK ID = SEQ







Ff











Fg











MGK:



MBMS Session Key Generation Key







MFK: 



MBMS Session Key Freshness Key







Ft







Check MAC (Fm)







(N)OK







MAC







MSK ID 











Header
















_1144048759.doc

[image: image1]

MSK: MBMS Service Key (128-bit)







MTK: MBMS Traffic Key (128-bit)







Ptm Key information



           MSK-ID 







RAND







SEQ; MAC







Ff











Fg











MGK:



MBMS Session Key Generation Key







MFK: 



MBMS Session Key Freshness Key







Ft







Check MAC (Fm)







(N)OK












