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5.2.2
VPN tunnel establishment

After establishing a roaming agreement and finishing the required preliminary certificate management operations as specified in the previous section, the operators configure their SEGs for SEG-SEG connection, and the SAs are established as specified by NDS/IP [1].

In each connection configuration, the remote SEG DNS name or IP address is specified. Only the local roaming CA is configured as the trusted CA. Because of the cross-certification, any operator whose roaming CA has been cross-certified can get access using this VPN connection configuration

The following is the flow of connection negotiation from the point of view of Operator A's SEG (initiator). Operator B's SEG (responder) shall behave in a similar fashion.

-
During connection initiation, the initiating Operator A's SEG A provides its own SEG certificate and the corresponding digital signature in IKE Main Mode message 3;

-
SEG A receives the remote SEG B certificate and signature;

-
SEG A validates the remote SEG B signature;

-
SEG A verifies the validity of the SEG B certificate by a CRL check to both the Operator A and Operator B CRL databases. If a SEG cannot successfully perform both CRL checks, it shall treat this as an error and abort tunnel establishment;
· SEG A validates the SEG B certificate using the cross-certificate for Operator B by executing the following actions:
· SEG A verifies the validity of the cross-certificate for Operator B by a CRL check to the Operator A CRL database. If a SEG cannot successfully perform the CRL check, it shall treat this as an error and abort tunnel establishment.
· SEG A validates the cross-certificate for Operator B using its roaming CA’s certificate if the roaming CA is not a top-level CA, otherwise the roaming CA’s public key is implicitly trusted.

· The IKE Phase 1 SA is established and the Phase-2 SA negotiation proceeds as described in NDS/IP [1] with PSK authentication.
· 
· 
NOTE:
This specification provides authentication of SEGs in an "end-to-end" fashion as regards to roaming traffic (operator to operator). If NDS/AF (IKE) authentication were to be used for both access to the transport network (e.g. GRX) and for the end-to-end roaming traffic, IPsec mechanisms and policies such as iterated tunnels or hop-by-hop security would need to be used. However, it is highlighted that the authentication framework specified is independent of the underlying IP transport network.

7.5
Authentication during the IKE phase 1

Authentication during IKE Phase 1 is shown in Figure 4 above. The SEGa uses the following procedure to authenticate SEGb:

1.
SEGa requests SEGb's certificate using the IKE certificate request payload;

2.
SEGa receives SEGb's certificate inside the IKE certificate payload;

3.
SEGa authenticates SEGb (verifies signatures);

4.
SEGa fetches a CRL from the (public) CRLb if the locally cached CRL has not yet expired;

5.
SEGa uses this CRL to verify the status of SEGb's certificate;

6.
SEGa uses either the locally cached cross-certificate or fetches the cross-certificate from the (local) CRa;

7.
SEGa fetches a CRL from the (local) CRLa if the locally cached CRL has not yet expired;

8.
SEGa uses this CRL to verify the status of the cross-certificate;

9.
SEGa verifies the status of the roaming CAa certificate if the roaming CAa is not a top-level CA, otherwise roaming CAa is implicitly trusted.

NOTE:
A cross-certificate only needs to be checked if SEGa and SEGb belong to different CAs.
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