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6
Security mechanisms

6.1
Authentication and authorisation of a user

Editor’s note: this section will contain the details of how a user joins a particular Multicast Service
When the user wants to join MBMS user service, it shall use HTTP digest authentication [6] for authentication. HTTP digest is run between BM-SC and ME. The MBMS authentication procedure is based on the general user authentication procedure over Ua interface that is specified in chapter “Procedures using the bootstrapped Security Association” in [7]. The BM-SC is used as NAF.

The following adaptations apply to HTTP digest:
· The transaction identifier as specified in [7] is used as username 
· MRK (MBMS service Request Key) is used as password. If GBA_ME has been run, the ME and BM-SC derive MRK from Ks_NAF. If GBA_U has been run, the ME and BM-SC derive the MRK from Ks_ext_NAF.

· The joined MBMS user service is specified in client payload of HTTP Digest message.

Editor’s note: The contents of the client payload are FFS and may require input from TSG SA WG4.
********END CHANGE**************************************
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