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Overall Description:

3GPP TSG WG SA3 would like to inform OMA that SA3 will base the Presence Security, a 3GPP Release 6 Work Item, on TLS and in particular base it on the profiling of TLS as defined in WAP-219-TLS and on WAP-211-WAPCert for Certificate profiles. SA3 has identified that Presence Security should support at least one mandatory AES Ciphersuite as defined in RFC 3268. Furthermore TLSv1.0 is being updated into TLSv1.1 (draft-ietf-tls-rfc2246-bis-05.txt) in IETF and there is also an RFC for TLS Extensions targeting constrained clients like a Mobile Terminal, cf. RFC 3546. Based on the attached document (S3-040045) SA3 assumes that OMA will consider the ongoing TLS evolution in IETF and evolve WAP-219-TLS accordingly like defining a mandatory AES ciphersuite, cf. recommendations in S3-040045. Considering that the support of at least one AES ciphersuite is viewed as important for Presence Security, SA3 would want OMA to confirm that OMA is going to include support for AES in 3GPP Release 6 time frame. It seems also valuable for SA3 to include support of TLSv1.1 when the RFC is available.
Note 1: For your information the version of the Presence Security TS that was sent to SA plenary for information is also attached to the LS.

Note 2: For the work on Presence Security SA3 assumes that the priority order is 1) RFC 3268, 2) TLSv1.1 and 3) RFC 3546

Note 3: The attached document S3-040045 includes a pseudo CR, which was further evolved and finally approved in S3-040169

Actions:

3GPP TSG SA WG3 asks OMA-SEC to 

· Inform SA3 on the feasibility of and the time schedule for the evolution of WAP-219-TLS such that OMA specifications support a profile of:
1. IETF RFC 3268 (2002): "Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)".
2. IETF Draft (2003): “The TLS Protocol Version 1.1”, draft-ietf-tls-rfc2246-bis-05.txt
3. IETF RFC 3546 (2003): "Transport Layer Security (TLS) Extensions"
· Consider the 3GPP time schedule for Presence Security which is a Release 6 work item
· Comment on the suggested priority order in Note 2 above and if OMA have a different priority order in their work

Date of Next SA3 Meetings:

SA3#33               11 - 14 May 2004
Beijing, Samsung

SA3#34               6- 9 July 2004
TBA, North American Friends







