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4
Overview of the security architecture
An IMS operator using the CSCFs as Watcher Presence proxies and Presentity Presence proxies may offer the Presence services on top of the IMS network, cf. 3GPP TS 22.141 [2]. The access security for IMS is specified in 3GPP TS 33.203 [4] ensuring that SIP signalling is integrity protected and that IMS subscribers are authenticated through the use of IMS AKA. The security termination point from the UE towards the network is in the P-CSCF utilising IPsec ESP.

A watcher can by sending a SIP SUBSCRIBE over IMS towards the network subscribe to or fetch presence information i.e. the Presence Service supports SIP-based communications for publishing presence information. The presence information is provided by the Presence Server to the Watcher Application using SIP NOTIFY along the dialogue setup by SUBSCRIBE. This traffic is protected in a hop-by-hop fashion using a combination of SEGs as specified in 3GPP TS 33.210 [10] with the access security provided in 3GPP TS 33.203 [4].

The Presence Server is responsible for managing presence information on behalf of the presence entity and it resides in the presentity's home network. Furthermore the Presence Server provides with a subscription authorization policy that is used to determine which watchers are allowed to subscribe to certain presence information. Also the Presence Server shall before subscription is accepted try to verify the identity of the watcher before the watcher subscribes to presence information. Optionally, depending on the implementation, the Presence Server may authenticate an anonymous watcher depending on the Subscription Authorization Policy.

A Presence List Server is responsible of storing grouped lists of watched presentities and enable a Watcher Application to subscribe to the presence of multiple presentities using a single SIP SUBSCRIBE transaction. The Presence List Server also stores and enables management of filters in the presence list, cf. Figure 1.
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Figure 1: The Location of the Presence Server and the Presence List Server from an IMS point of view

A Presence User Agent shall be able to manage the data on the AS over the Ut interface, cf. 3GPP TS 23.002 [7], which is based on HTTP. This interface is not covered in 3GPP TS 33.203 [4] and it is mainly this interface for Presence use, which is covered in this specification. Before manipulation is allowed the user needs to be authenticated.

The Ut interface needs the following security features:

1.
it shall be possible to provide with mutual authentication between the Server and the Watcher/Presentity;

2.
a secure link and security association shall be established between the Server and the Watcher/Presentity. Data origin authentication shall be provided as well as confidentiality protection.

Editors Note
 The specification need to consider [6], [8] and [9] and make appropriate profiling of these TLS protocols and the TLS version 1.1 need to be considered also.


An overview of the security architecture for Presence Ut Interface is depicted in figure 2:
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Figure 2: An overview of the Security architecture for the Ut interface including the support of an Authentication Proxy

5
Security features
5.1
Secure Access to the Presence Server/Presence List Server
5.1.1
Authentication of the subscriber and the network
A user shall be authenticated before accessing user data in a server. The user shall only be able to manipulate data that is associated with that particular user.

Authentication between the subscriber and the network shall be performed as specified in clause 6.1.

[Editors Note:
An Editors note will be included in TR33.919 clarifying that an AS or an AP should decide on what parts of GAA shall be used if any. This might need to be reflected in this TS which is left FFS, cf. S3-030722].

The authentication of the subscriber shall be based on the ISIM as defined in 3GPP TS 33.203 [4]. The authentication of the subscriber and the network shall be based on Generic Authentication Architecture as defined in 3GPP TR 33.919 [11] and 3GPP TS 33.220 [12]. Generic Authentication Architecture enables the use of different authentication methods to be used for the authentication of the subcriber by using:

-
subscriber certificates (e.g., TLS, cf. [6,8,9]), or
-
shared secrets (e.g., TLS with HTTP Digest, cf. [13]).
The server certificate to be used for application server authentication shall be based on IETF RFC 2818 [14].

NOTE:
The interleaving attack shall not be possible.



Editors Note:
It is agreed that the shared key TLS draft need to be more mature in IETF before being considered for Presence. It is FFS and a decision is expected at SA3#32, cf. also S3-030721 and S3-030732.

A UE may contact the Presence Server/Presence List Server for further instructions on authentication procedures.

The consumption of Authentication Vectors should be minimized. The architecture shall ensure that SQN synchronization failures is minimized.

5.1.2
Confidentiality protection
The Ut interface shall be confidentiality protected using TLS using effective key size of at least 128 bits. The terminal and the server shall be able to resume a previous session and to perform an abbreviated handshake.

5.1.3 
Integrity protection
The Ut interface shall be integrity protected. The terminal and the server shall be able to resume a previous session and to perform an abbreviated handshake.

5.1.4
Authentication Proxy
The authentication proxy may reside between the UE and the Presence Server/Presence List Server as depicted in Figure 2. The usefulness of an Authentication Proxy may be to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures.

The following requirements apply for the use of an Authentication Proxy:

-
Authentication proxy shall be able to authenticate the UE using the means of Generic Bootstrapping Architecture.

-
Authentication proxy shall send the authenticated identity of the UE to the application server belonging to the trust domain at the beginning of new HTTP session.

-
Authentication proxy may not reveal the authenticated identity of the UE to the application server not belonging to the trust domain if required.

-
The authenticated identity management mechanism shall not prevent the application server to use an appropriate session management mechanisms with the client.

-
The UE shall be able to create multiple parallel HTTP sessions via the authentication proxy towards different application servers.

-
Activation of transfer of asserted user identity shall be configurable in the Authentication Proxy on a per AS base.

-
Implementation of check of asserted user identity in the AS is optional.

NOTE 1:
The used session management mechanism is out of the scope of 3GPP specifications.

The use of an authentication proxy should be such that there is no need to manage the authentication proxy configuration in the UE.

NOTE 2:
This requirement implies that the authentication proxy should be a reverse proxy in the following sense: A reverse proxy is a web server system that is capable of serving web pages sourced from other web servers - in addition to web pages on disk or generated dynamically by CGI - making these pages look like they originated at the reverse proxy

[Editors Note: The above requirement may be revisited after the following issues are fully studied:
-
Feasibility of shared-key TLS
-
Terminal Configurability]
***** END CHANGE *****
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