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*** Begin of change ***

7.1
Repositories

During VPN tunnel establishment, each SEG has to verify the validity of its peer SEG's certificate according to section 5.2.2. Any certificate could be invalid because it was revoked (and replaced by a new one) or a SEG or operator has been deregistered.

SEGB has to verify that:

a)
the cross-certificate of CAA is still valid;

b)
the certificate of SEGA is still valid,

and be able to:

c)
fetch the cross-certificate of CAA (if not found in SEGB's cache).

SEGA performs the same checks from its own perspective.

Check a) can be performed by querying the local CRL. For check b), a CRL of the peering CA shall be queried. At this point of time, the VPN tunnel is not yet available, therefore the public CRL of the peering CA shall be accessible for a SEG without utilising the Za interface.

Figure 4 illustrates the repositories and the above-mentioned steps a) – c). The local CR contains cross-certificates, the local CRL contains cross-certificate revocations, and the public CRL contains revocations of SEG and CA certificates, and can be accessed by other operators.
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Figure 4: Repositories

The public and local repositories of a CA may be implemented as separate databases or as a single database which is accessible via two different interfaces. Access to the "public" CRL is public with respect to the interconnecting transport network (e.g. GRX). The public CRL should be adequately protected (e.g by a firewall) and the owner of the public CRL may limit access to it according to his roaming agreements. Access to a public CRL database shall not be done via the ESP tunnel of the Za-interface. First this is not necessary as the retrieved CRL is integrity protected and contains no confidential information. Secondly access via an unprotected interface is anyhow necessary in case no currently valid security association is available to access the public CRL database and would require a dynamic behaviour of the policy database.
SEGs shall use LDAP to access the CRL and cross-certificate repositories.

NOTE:
Interfaces a) and c) for locating the data used for functions in Za interface belong to the scope of NDS/AF (in addition to public b) interface) as the purpose is to guarantee the interoperability between different SEG and repository implementations. The possible migration to the cross-certification with a Bridge CA would also require these interfaces to be specified.

*** end of change ***
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