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Overall Description:

3GPP TSG WG SA3 would like to thank OMA DLDRM for their LSs and would like to provide with the following comments and guidelines to the LS SA3-030756.

SA3 has agreed upon the following guidelines when developing the security protocols for protection of MBMS and DRM Services:

· A harmonization between the DRM and MBMS security is a key issue in order to alleviate the compelling negative impact on the terminal should different security protocols be chosen for DRM and MBMS streaming services. 

· SA3 has thus far mainly discussed the use of SRTP as a candidate protocol for protection of MBMS streaming services however SA3 has not yet decided to implement SRTP in the MBMS specifications yet since it is dependant on decisions in SA4 on codecs and in OMA DLDRM group for DRM protection. SA3 has noted that SRTP is now approved by IETF/IESG for publication, but it is also noted that the proposed deviations from SRTP specific transform in S3-030750 like e.g. the IV construction have not yet been evaluated by SA3.

· SA3 would like to point out that it is a key issue for SA3 to re-use cryptographic algorithms and security protocols that have undergone a public review and been scrutinized during a longer period of time.

· SA3 would also like to highlight that the key management for DRM and MBMS user services  may be independent. There is currently an initiative to develop MBMS specific key management procedures for MBMS user services not utilizing DRM services. It is therefore a key issue for SA3 to develop a complete solution that integrates, user authentication, key management with the protection of RTP traffic for MBMS services. SA3 has also discussed the contribution S3-030752 which proposed principles by which the SA3 work on MBMS security can be aligned with the ongoing co-operation between OMA DRM group and SA4 group for PSS but no decisions could be made.

· SA3 assumes that the proposal from DLDRM is compliant with the requirements of OMA as highlighted in the LS from DRLDRM, S3-030756. SA3 wants to highlight that there is an integrity protection requirement which is optional for use for MBMS. This particular requirement assumes that the user is trusted, while in the general MBMS trust model, it is assumed that the user is untrusted. SA3 also wants to point out that the selective encryption scheme may not be compliant with the current following requirements of MBMS in the draft TS 33.246:

· R6a: It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS multicast data sent to the UE on the radio interface. The use of integrity shall be optional.

· R7a: It shall be possible to protect the confidentiality of MBMS multicast data on the radio interface.

· R7d: It shall be infeasible for a man-in-the-middle to bid down the confidentiality protection used on MBMS multicast session from the BM-SC to the UE.

· R7e: It shall be infeasible for an eavesdropper to break the confidentiality protection of the MBMS multicast session when it is applied.

Furthermore, SA3 finds AES in Counter Mode with 128 bit key acceptable for cipher suite as proposed in S3-030750 and S3-030756. There were comments raised that a review from SAGE would be suitable in order to verify that this is a feasible approach from a cryptographic point of view.

Actions:

To OMA DLDRM group

ACTION: 
3GPP TSG WG3 asks OMA DLDRM to 

· Consider the guidelines and the key issues identified for MBMS service above when further progressing the security for DRM services
· SA3 asks further feedback from OMA DLDRM on the progress for the security of DRM services since it is related to future decisions in SA3 on securing MBMS services

To : 3GPP TSG SA4

ACTION: 
3GPP TSG WG3 asks 3GPP TSG SA4 to

· Give feedback to TSG SA3 whether the SRTP transform as proposed in S3-030750 is a suitable and feasible mechanism for securing MBMS streaming services from an SA4 point of view

To : ETSI SAGE

ACTION: 
3GPP TSG WG3 asks ETSI SAGE to

· Review the AES CTR mode proposals  from a cryptographic point of view and comment on its suitability for protecting content

· If possible comment on the selective encryption mechanism in particular considering the references to research papers in S3-030750

Date of Next SA3 Meetings:

SA3#32               9 – 13 February 2004 
TBC, EF3

SA3#33               11 - 14 May 2004
Beijing, Samsung

SA3#34               6- 9 July 2004
NN

SA3#35               5 – 8 October 2004
Sophia Antipolis, EF3 (TBC)







