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Abstract

At SA3#30, Siemens presented the contribution S3-030552 on “Key separation in a Generic Bootstrapping Architecture”. Some of the proposals in contribution S3-030552 were agreed, others were agreed to be decided at meeting SA3#31. The present contribution makes a selection among the alternatives presented in S3-030552 and asks SA3 for a decision. An accompanying pseudo-CR to [33220] implements the recommended changes. It is also suggested here to leave the design of the key derivation algorithm to ETSI SAGE. An LS to ETSI SAGE should be sent if the proposals in this contribution are agreed. 
1. Way forward after SA3#30

We quote from the draft meeting report on SA3#30:

1. “Section 2 [of S3-030552] showed threats, which become possible if only one application server is successfully attacked. SA3 is asked to endorse that the threats should be mitigated by appropriate provisions in the standard. In particular, it shall be prevented that a security breach in one application server can spread across the entire system.
Agreed.”

As a consequence of this agreement, SA3 needs to define a suitable mechanism to address the threat. This contribution and the accompanying pseudo-CR to [33220] provide such a mechanism.

from the draft meeting report on SA3#30:
2. “It was proposed in section 3 [of S3-030552] to limit the effect of a security breach in one part of the system to a small part of the system by introducing key derivation for the keys shared between UE and NAF. SA3 is asked to endorse the use of a suitable key derivation procedure.
It was recognised that further discussion is needed on the choice of key derivation mechanisms which binds keys with adequate identity to mitigate the threat. Agreed to look for a suitable solution.”
It is proposed, as in S3-030552, to use a suitable key derivation procedure to obtain such a solution. In fact, it is difficult to see how such a solution could be achieved without key derivation. This key derivation is specified in the accompanying pseudo-CR to [33220] which also shows how the key derivation is integrated in the GBA procedures specified in [33220]. Input parameters to the key derivation mechanism are also proposed, but it is suggested to leave the final choice of the input parameters as well as the choice of the key derivation algorithm to ETSI SAGE.

from the draft meeting report on SA3#30:
3.
“Section 4 [of S3-030552] proposed certain alternatives for the NAF identifier which is input to the key derivation parameters. The NAF identifier would determine the degree of assurance the UE gets about the identity of the NAF in NAF-to-UE authentication. SA3 is asked to agree to study only alternatives 1 (use DNS server name) or 2 (use defined parts of DNS server name) further and select between these alternatives at the next meeting. 
It was decided to allow delegates to analyse this proposal and make a decision at the next meeting based on available scheme proposals.”

It is proposed in this contribution to select alternative 2 (use defined parts of DNS server name) as it significantly enhances the flexibility without unduly increasing the complexity.

from the draft meeting report on SA3#30:

4.
“Section 5 proposed a flexible mechanism to signal that one out of possibly multiple key derivation schemes be used with a certain key. As a minimum, the mechanism could be used to signal whether no key derivation or some pre-determined key derivation is used. SA3 is asked to endorse the use of this flexible signalling mechanism.
It was decided to allow delegates to analyse this proposal and make adopt this at the next meeting if there are no alternative proposals.”

It is proposed to adopt the signalling scheme presented in S3-030552 with a minor modification, as specified in the accompanying pseudo-CR.

(The modification consists in the fact, that “no key derivation” is not explicitly signalled any more, rather  “no key derivation” is the default when nothing else is signalled over the Ub interface. The value “0” is then used to signal that the NAF identifier is the full DNS name of the NAF.)

In addition, we address an editor’s note in 4.3.1 of [33220], which is also reflected in the main text of section 4.3.2 and which, in our opinion, tries to express that the keys at the UE and the NAF resulting from the use of the GBA may need to be adapted (e.g. shortened) in order to fulfil the specific requirements of the Ua interface. This adaptation is, however, outside the scope of the GBA specification. We propose to introduce two notes in section 4.3.2 to capture this. 
2. Proposal
SA3 is asked to endorse the proposed changes, as specified in the accompanying pseudo-CR to [33220].

3. Reference
[33220]
S3-030662: TS 33.220 v0.1.1 “ Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (Release 6)” (Oct 2003)
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