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1. Introduction

Current draft TS for Support for Subscriber Certificates (TS SSC) [TS SSC] describes two potential solutions for enrollment protocol for subscriber certificates:

1. PKCS#10 with HTTP Digest Authentication and 

2. Certificate Management Protocols (CMP).

These two alternatives were investigated in Alcatel [S3-030036] and Nokia [S3-030073] contributions. Also other solutions were investigated in Nokia contribution, but only these two solutions were agreed by SA3 as potential solutions. SSH contribution to San Francisco meeting [S3-030347] further refined the usage of CMPv2
 for 3GPP subscriber certificate enrollment.

This contribution also considers two additional possibilities for enrollment which haven’t been fully discussed in SA3:

3. Certificate enrollment specified by OMA, and

4. PKCS#10 with shared key TLS.

The certificate enrollment specified by OMA was discussed in some detail in a contribution by SchlumbergerSema to San Francisco meeting [S3-030355].

The shared key TLS approach is similar to HTTP Digest approach where the HTTP Digest authentication and integrity protection is replaced by shared secret TLS, which in addition to authentication and integrity protection also provides confidentiality.

A selection needs to be made about which enrollment protocol is best for subscriber certificates. This contribution discusses these solutions and proposes a selection.

2. Discussion

2.1 Requirements for enrollment protocol

The following requirements must be fulfilled by the enrollment protocol [TS SSC] (note that the revision marks below denote the changes made to the existing requirements):

1. UE shall be able to request for subscriber’s certification from the PKI portal that plays the role of the NAF over a network connection.

2. NAF shall be able to authenticate UE’s certificate request.

3. UE shall be able to acquire an operator’s CA certificate over the network connection.

4. UE shall be able to authenticate the NAF response (i.e., operator CA certificate delivery).

5. The procedure shall be independent of the access network used.

6. The NAF shall have access to the subscriber profile to check the certification policies. This means that the Zn interface shall support for retrieving a subset of the subscriber profile.

7. The response and delivery of certificate to UE shall be within a few seconds after the initial certification request.

8. Certification request format shall be PKCS#10.

9. Certification response format shall be one of the following: a certificate, a pointer to the certificate, or a full certificate chain.
SA3 has discussed that enrollment protocol should be able to deliver a pointer to the issued subscriber certificate (e.g., an URL) since it potentially saves bandwidth.  This requirement should be reflected in the [TS SSC].

2.2 Enrollment protocols

CMPv2 subset has been considered as one of the possible solutions for the enrollment protocol for subscriber certificate issuing.  However, CMPv2 has the disadvantage of not supporting the delivery of a pointer to the issued certificate. This conflicts with requirement 9. Also, CMPv2 has not yet achieved RFC status and its progress in IETF is somewhat unclear; IESG has evaluated the draft and concluded that a revision is needed. However, the authors have not produced a new version as of writing this contribution. The latest version of CMPv2 internet draft is over 6 months old, and has therefore expired. Because of these reasons, CMPv2 subset cannot be selected as the solution for the subscriber certificate enrollment.

The other solutions are all based on PKCS#10 certificate request syntax. The suggested solutions are:

· PKCS#10 with HTTP Digest,

· PKCS#10 with shared key TLS, and

· OMA’s enrollment.

They all are very similar.  As said, all of them use PKCS#10 certificate request syntax encoded using base64 and which is sent to the PKI portal using an HTTP request.  The difference is how the certificate is delivered to UE, and how the authentication of the certificate request is done.

3GPP plans [TS SSC] to deliver the subscriber certificate to the UE as base64 encoded certificate in the HTTP response. OMA supports this method as well, but also supports the delivery of a pointer to the issued subscriber certificate. This is defined in section 7.3.5 in [WPKI].

In the 3GPP case, the authentication of the enrollment is based on a shared secret established using GBA. Currently, either using HTTP Digest (as described in Annex A of [TS GBA]) or shared key TLS (e.g., as described in Nokia contribution [S3-030555]) could be used to authenticate the enrollment request. In OMA enrollment, the authentication is done in the browser, e.g., using login-password pair or using normal TLS where client is authenticated using, e.g., a device certificate.

In SchlumbergerSema contribution [S3-030355], it was stated that WIM serial number could be used as the transaction identifier (TID) during subscriber certificate enrollment. Although this is a viable solution, the authentication of the subscriber’s enrollment request should be based on GBA (i.e., AKA).

2.3 Solution

Subscriber certificate enrollment

To combine and reuse existing (and emerging) specifications from 3GPP and OMA, we suggest having the following sequence for subscriber enrollment:
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Figure 1. Subscriber certificate enrollment.

The authentication of the subscriber certificate enrollment is based on GBA.  This can be either based on HTTP Digest or shared key TLS. Whether GBA based authentication for subscriber certificate enrollment is based on HTTP Digest or shared key TLS is ffs.

The transport protocol for the PKCS#10 and certificate response messages is HTTP.

The subscriber certificate enrollment request is in the format of PKCS#10 and the content-type for the request is “application/x-pkcs10”.

If the enrollment is successful, the response to the certificate enrollment contains one of the following:

· X509Certificate, the issued subscriber certificate base64 encoded, the content-type would be “application/x-x509-user-cert”.

· CertResponse structure (as defined in [WPKI]) base64 encoded, the content type would be “application/vnd.wap.cert-response”.

· Chain of X509Certificates, a certificate chain from the issued subscriber to the root CA certificate, the content-type is ffs.

UE indicates to the PKI portal the desired response type between single certificate, full certificate chain, or a pointer to the certificate by using the HTTP request line:

http://<base URL>?response=<indication>[other URL parameters]

where

<base URL> identifies a server/program.

<indication> indicates the UE’s desired response type for the enrollment. Possible values are “single” for subscriber certificate only, “pointer” for pointer to the subscriber certificate, and “chain” for full certificate chain from the issued subscriber certificate to the root certificate.

[other URL parameters] are additional, optional, URL parameters.

However, PKI portal may reject the response type indicated by the UE, and use the one it desires.

The changes to the current TS SSC are in the way certificate is sent back from the PKI portal to the UE.  In addition to pure certificate, response may also contain the full certificate chain from the issued subscriber certificate to the root certificate, or contain CertResponse structure, which enables the sending of a pointer to the issued certificate instead of certificate itself. The possibility to receive the full certificate chain reduces the number of roundtrips between UE and the PKI portal, because UE does not need to request the CA certificate separately (which is described below).

The certificate chain would be just a list of base64 encoded certificates which are separated by using “‑‑‑‑‑BEGIN CERTIFICATE‑‑‑‑‑“ and “‑‑‑‑‑END CERTIFICATE‑‑‑‑‑“ tags.  This method of indicating the beginning and the end of a base64-encoded certificate is quite common in the Internet today.

CA certificate delivery
CA certificate delivery is done as it is described in currently TS SSC section 4.4.2.1. It is assumed that any root certificate delivered through a GBA authenticated channel is by default trusted, and hence the additional procedures to protect the CA certificate delivery defined in chapter 7.1 in [WPKI] are not needed.

CA certificate delivery can be further refined by using the Client Certificate URL format defined in chapter 7.4 of [WPKI]. In that section, the format of the client certificate URLs are defined which can be based on either HTTP scheme or LDAP scheme. Below, we concentrate on the HTTP scheme. According to [WPKI], the format of the HTTP based certificate should be as follows:

http://<base URL>?in=<issuer name>&sn=<serial number>[other URL parameters]

where

<base URL> identifies a server/program;

<issuer name> identifies the certificate issuer. It is a base64 encoding of the DER encoded Issuer field in the X.509 certificate.

<serial number> identifies the serial number of the certificate. It is a base64 encoding of the DER encoded serialNumber in the X.509 certificate.

[other URL parameters] are additional, optional, URL parameters.

We propose to use this HTTP scheme to address a particular CA certificate (or any other certificate). From the above-mentioned parameters only <base URL> and <issuer name> are used to address a certain CA certificate, which can be identified by using the issuer name in a certificate. The <serial number> parameter is not needed, and thus is omitted.

For example, when UE has received a subscriber certificate, it can check whether if it already has the corresponding issuer certificate identified by the issuer field in the subscriber certificate. If it doesn’t, it would use this method to retrieve the issuer certificate (i.e., CA certificate). This method is particularly useful, if the PKI portal is hosting more than one CAs or if the certificate chain consists of more than two certificates, i.e., there are intermediate CA certificates.

2.4 Conclusion

The enrollment of subscriber certificates as specified above, has several synergies with the OMA based enrollment:

· 3GPP specifications are in line with OMA specifications.

· OMA’s PKI portal may be also used in subscriber certificate enrollment provided that PKI portal is able to do GBA base authentication, i.e., it assumes the role of a NAF.

· Code from OMA based enrollment may be reused on the UE for doing the subscriber certificate enrollment.

3. Proposal

SA3 is asked to endorse the subscriber certificate enrollment procedures described in this contribution section 2.3 as the working assumption for TS SSC.
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� CMPv2 updates original CMP specification and is in internet draft status in IETF.
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