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Ciphering VGCS Concept
Description

According to the WID description (S3-030464) the key management of group keys for VGCS has to be specified. Since the stage 3 descriptions of VCGS are already fairly complete a key management is preferable which requires minimal changes and only few additions to the existing specifications.

The following principles are proposed to be adopted by SA3:

1. For each voice group up to 15 group keys can be defined (identified by a group key number).

2. The group keys are stored in 

· the group call register (GCR) on the network side (which is co-located to an MSC),

· USIM on the UE side.

3. On call set-up the GCR selects one group key and sends it to the BSS and the group key number to the UE which fetches the corresponding key from the USIM.

4. A key management center (KMC) takes care that the group keys are up to date at all locations and are exchanged from time to time (which is up to the operator’s policy).

5. The interface between KMC and the GCRs and between the KMC and the USIM are out of scope of the 3GPP specifications. However for the latter transmission via OTA is recommended.

6. The KMC is out of scope of 3GPP specification. In an informative annex the most important tasks of the KMC can be described.

7. For encryption the same algorithms are used as for normal GSM-speech calls (i.e. A5/0-A5/7).

8. It is ffs how the UE gets the information which cipher algorithm is used for a group call. There are two options: signal the cipher algorithm via the air-interface or store it on the USIM.

For completion of the stage 3 work additions to the specification of the USIM have to reflect the storage of the group keys.

As an attachment to this contribution a pseudo-CR for 43.020 is provided. Furthermore a concept paper is added which provides a compilation of specifications which are relevant to ciphering of VGCS.

SA3 is requested 

- to endorse the above principles. If so, the attached CR for 43.020 could be considered and approved, if appropriate.


- to send an LS to T3 requesting to provide the necessary changes in their specifications for storing the group keys on the USIM.







