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---------------------------------------------------------------------------------------------------------------------------------- 

-------------------------------------------------- CHANGED SECTION -------------------------------------------------- 

---------------------------------------------------------------------------------------------------------------------------------- 

6.1.1 Common rules to all certificates 

- Version 3 certificate according to RFC3280. 

Motivation: This is the current state of the art [3]. 

- Hash algorithm for use before signing certificate: Sha-1 mandatory to support, MD-5 shall not be used. 

Motivation: SHA-1, is state of the art, MD-5 shall not be used anymore as it is considered weaker 

- Subject and issuer name format. Note that C is optional element. : (C=<country>), O=<Organization Name>, 
CN=<Some distinguishing name>. Organization and CN shall be in UTF8 format. 

Motivation: RFC3280 states in clause 4.1.2.4  Issuer that The UTF8String encoding in RFC 2279 is the 
preferred encoding, and all certificates issued after December 31, 2003 MUST use the UTF8String 
encoding of DirectoryString (except in some migration cases). 

or 

- Subject and issuer name format. Note that ou is optional element. : cn=<hostname>, (ou=<servers>), 
dc=<domain>, dc=<domain>. 

Motivation: RFC 3280 states in clause 4.1.2.4  Issuer that implementations of this specification MUST be 
prepared to receive the domainComponent attribute, as defined in RFC 2247. 

- CRLv2 support with LDAPv3 [5] retrieval shall be supported as the primary method of certificate revocation 
verification. 

- Certificate extensions mentioned within RFC3280 but not in NDS/AF are optional for implementation. 

- SerialNumber shall have a length of exactly 20 octets 

Motivation: This addresses lesson from http://www.jnsa.org/english/e_result.html 
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