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1. Introduction

The user can get WLAN access with either a SIM card or UICC card. The protocols EAP-AKA and EAP-SIM will be used with a SIM or UICC card for mutual authentication in WLAN access. 

According to the WLAN UE definitions in chapter 4.1.2 in TS 33.234, the UICC or SIM card may reside in a 3GPP UE and be accessed by a WLAN-UE through Bluetooth, IR or a serial cable interface. In this scenario it would be convenient for the user to get simultaneous WLAN and 3GPP access with the same UICC or SIM card. 

[image: image5.wmf]Local interface

[image: image6.wmf]Local interface


[image: image7.wmf]External interface

[image: image8.wmf]Local interface


[image: image9.png]










Figure 1  WLAN-UE Configuration

In order to allow a WLAN client running in a TE (e.g. laptop), accessing an application on a SIM/UICC, which resides in a 3GPP UE, a secured interface between the TE and MT is required in order to protect the signalling data (e.g. authentication challenges and responses). The TS 33.234 currently contains the following security requirements on the local interface between a TE and MT:

4.2.4
WLAN-UE Functional Split

The security functionality required on the terminal side for WLAN-3G inter-working may be split over several physical devices that communicate over local interfaces. If this is the case, then the following requirements shall be satisfied:

· Any local interface shall be protected against eavesdropping, undetected modification attacks on security-relevant information. This protection may be provided by physical or cryptographic means.

· The endpoints of a local interface should be authenticated and authorised. The authorisation may be implicit in the security set-up.

· The involved devices shall be protected against eavesdropping, undetected modification attacks on security-relevant information. This protection may be provided by physical or cryptographic means. 
In the BLUETOOTH SIG group a ‘SIM Access Profile’ specification has been specified that could be used for this purposes, maybe with some potential modifications. The SIM Access Profile requires a secured Bluetooth link. The ‘SIM Access Profile’-protocol and Bluetooth needs to be supported both in the TE and the 3GPP UE. This work could be used for other services as well as IMS, MBMS and so on.

Ericsson is in this paper promoting a new version of the SIM Access Profile specification, to better suite the 3GPP requirements on simultaneous WLAN and 3GPP access with the same SIM/UICC in the split WLAN-UE case. In addition, Ericsson proposes to remove requirement on integrity protection in TS 33.234 on the local interface between the TE and the MT.

Note that the solution discussed in this paper with ‘SIM Access Profile’ via Bluetooth, does not require any further standardisation on the UICC or GSM SIM cards. 

2. Background 

In the BLUETOOTH SIG group a ‘SIM Access Profile’ has been developed among other profiles, to be used via a Bluetooth link. The ‘SIM Access Profile’ specification was developed for car-embedded 2G/3G terminals, which does not support in-built SIM card readers. 

2.1 ‘SIM access profile’ in BLUETOOTH SIG
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Figure 2  Basic System Configuration

With the current ‘SIM Access Profile’ specification, version 0.95VD d, the following use cases can be achieved with the SIM Access Profile:

· Register a client (e.g. car-embedded 2G or 3G UE) in a 2G or 3G cellular network using the subscription data stored in a SIM inserted into an external device (e.g. 2G or 3G UE, external SIM card reader).

· Make a call from a client (e.g. car-embedded 2G or 3G UE) using the subscription information stored in a SIM inserted into an external device (e.g. 2G or 3G UE, external SIM card reader).

· Use the client (e.g. car-embedded 2G or 3G UE) to access phonebook data stored in a SIM inserted into an external device (e.g. 2G or 3G UE, external SIM card reader).

In the figure above is should be emphasized, that the SIM Access Profile is implemented both in the client and the server and that:

· the server has no intelligence other than maintaining the physical contact to the SIM card;

· the server is not able to multiplex several SIM card sessions (e.g. one for GSM access and one for WLAN access);

· the server is only maintaining one single Bluetooth connection to the client.

It is expected that the ‘SIM Access Profile’ specification, version 095 VD d, shall be put into version 1.0 in September 2003.

2.2 Security requirements on the BLUETOOTH link set by ‘SIM Access Profile’

The ‘SIM Access Profile’ specification sets the following security requirements on the BLUETOOTH link:

-Encryption is mandatory;

-Encryption key length shall be at least 128 bits;

-Server initiated authentication is mandated;

-Link keys- only combinations keys shall be used;

-Link keys may change each time a new SIM Access Profile connection is established.

It can be noticed that integrity protection is not supported in Bluetooth.
3. Discussions

This chapter discusses the scenario with a split WLAN –UE where a TE (e.g. laptop) in WLAN access gets SIM access from a UICC or GSM SIM card inserted in an external 2G/3G UE according to Figure 1. The following issues are covered:

-The potential information and data a WLAN client requires from a SIM/UICC;

- Two different potential signaling flows with EAP-AKA and EAP-SIM in a split WLAN-UE case with SIM Access Profile and Bluetooth;

- The promotion of a new version of the ‘SIM Access Profile’ specification to better suite 3GPP requirements on simultaneous WLAN and 3GPP access with the same SIM/UICC.
3.1 Split WLAN-UE 

3.1.1 Information and data on a SIM/UICC required from a WLAN client
In the split WLAN-UE case, a WLAN client running in a TE (e.g. laptop) requires the following information and data from a UICC card or GSM SIM card inserted into a 3G/2G UE:
-The knowledge of whether a GSM SIM or UICC card is inserted.

-The knowledge of the residing applications on a UICC card.

-Read parameters as the IMSI from a GSM or USIM application;

-Send authentication challenge requests to the GSM and USIM application.

-Receive authentication challenge responses from the GSM and USIM application.

(-Access the phone book on a UICC or GSM SIM card.)

3.1.2 EAP-AKA utilizing ‘SIM Access Profile’ via a Bluetooth link

When a UICC is inserted into a 3G/2G UE, the network shall initiated EAP-AKA according to TS 33.234.

The following flow shows how the signalling between the network, TE, MT and a USIM application on a UICC could look like, when EAP-AKA is initiated by the network in WLAN access.
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Figure 3  Flow with EAP-AKA

3.1.3 EAP-SIM utilizing ‘SIM Access Profile’ via a Bluetooth link

When a GSM SIM is inserted into a 3G/2G UE, the network shall initiate EAP-SIM according to TS 33.234.

The following flow shows how the signalling between the network, TE, MT and a GSM SIM application on a SIM could look like, when EAP-SIM is initiated by the network in WLAN access.
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Figure 4  Flow with EAP-SIM

3.2 Promoting a new version of ‘SIM Access Profile’

Ericsson would like to promote a new version of the ‘SIM Access Profile’ in the Bluetooth SIG group to better suite the 3GPP requirements for 3GPP services as simultaneous WLAN and 3GPP access.

The 3GPP UE in Figure 1 should be allowed to use the same SIM card session to one and the same application on the SIM or UICC to be used for simultaneous GSM/UMTS access and WLAN access. Still only one single Bluetooth connection to a TE needs to be maintained in the 3GPP UE. In addition it should be an implementation issue in the 3GPP UE whether it only allows certain operations on the SIM or UICC card as reading parameters from the card and handle authentication challenges and responses on the card, when accessed from a TE via a SIM Access Profile and Bluetooth.
The following two sub-chapters contain proposals for new requirements on the ‘SIM Access Profile’ specification.

The third sub-chapter contains some open issues that we would like to discuss in this meeting.

3.2.1 New requirements on ‘SIM Access Profile’

A potential new version of SIM Access Profile could support the following:

3.2.1.1 ISIM support

The ‘SIM Access Profile’ specification should allow access to an ISIM application on a UICC. This could be used for services as IMS via 3GPP.

3.2.1.2 Simultaneous WLAN and 3GPP access with the same SIM or UICC

According to the ’SIM Access Profile’ specification in [1], a 2G/3G UE with a GSM SIM or UICC inserted is not allowed to access a 2G or 3G network and simultaneously have a SIM Access Profile connection established with a client (e.g. TE). This requirement was probably introduced in order to disallow that two terminals (e.g. client and server in figure 2) are accessing a GSM network with the same IMSI. 

In order to allow simultaneous WLAN and 3GPP access with the same UICC or SIM card, it would be preferred if this requirement was changed to allow a 2G/3G UE to access a 2G or 3G network and simultaneously allow a SIM Access Profile connection to a TE via a BLUETOOTH link.

3.2.1.3 Features in ‘SIM Access Profile’

It is proposed that the following features in the SIM ACCESS PROFILE shall be supported in the new version of the specification:

- Connection Management;

- Transfer APDU;

- Transfer ATR;

- Report Status;

- Transfer card reader status;

- Error handling.
The 3G/2G UE shall be required to be switched on and a SIM/UICC card shall be powered on, in order to allow and accept a request from a TE to establish a SIM Access Profile connection. It shall not be possible from a TE (e.g. laptop) to reset, power on or off a SIM/UICC card inserted into a 3G/2G UE, as the SIM/UICC is already in use for GSM or UMTS access in the 2G/3G UE. Therefore it is proposed that the following features in the SIM ACCESS PROFILE shall NOT be supported in the new version of the specification:

- Reset SIM or USIM in the 2G/3G UE;

- Power on the SIM or USIM in the 2G/3G UE;

- Power off the SIM or USIM in the 2G/3G UE.

3.2.3 Open issues

3.2.3.1 Integrity protection on the local interface between a TE and MT

In chapter 4.2.4 in TS 33.234, we currently have a requirement on integrity protection on the local interface between a TE (e.g. laptop) and a MT: 

4.2.4
WLAN-UE Functional Split

The security functionality required on the terminal side for WLAN-3G interworking may be split over several physical devices that communicate over local interfaces. If this is the case, then the following requirements shall be satisfied:

· Any local interface shall be protected against eavesdropping, undetected modification attacks on security-relevant information. This protection may be provided by physical or cryptographic means.

Considering the short communication distance in Bluetooth, Ericsson does not see any reasons for requiring integrity protection on the encrypted SIM access data. Therefore Ericsson proposes to delete such requirement from TS 33.234. If SA3 can’t agree upon deleting this requirement, then SA3 should ask the BLUETOOTH SIG group, whether integrity protection can be supported and added to the ‘SIM Access Profile’ -specification.

3.2.3.2 PIN or password in Bluetooth

In BLUETOOTH a PIN or password of 16 characters is required today. This is not so user friendly. We encourage the usage of an improved pairing proposed by the BLUETOOTH SIG Security Expert Group to be used by the ‘SIM Access Profile’. An improved pairing would allow a shorter PIN or password without providing less security.

3.2.3.3 PIN to access the UICC or GSM SIM card with SIM Access Profile

In addition the user may be required to enter a PIN code in the MT, each time the MT receives a new request to establish a new SIM Access Profile connection from the TE, in order to allow access to the UICC or GSM SIM card . This could be required even though the user already has entered the PIN code once before when switching on the 3GPP UE. But this should be an implementation issue in the MT and could be configurable by the user in the MMI in the MT. 

4. Conclusions

Ericsson proposes to send an LS to the Bluetooth Architecture Review Board (BARB) and the CAR groups, asking the groups to start the work on a new version of the SIM Access profile, and include a list of requirements presented in this paper.

In addition we propose to remove the requirement on integrity protection on a Bluetooth link in TS 33.234 on the local interface between the TE and the MT.
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