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1. Introduction

This document reports the progress of HTTP Digest AKAv2 in IETF. It also draws SA3 attention to one new feature of AKAv2 that may help in solving potential SQN synchronization failure issues when AKA is re-used with several applications. 

The latest version of the draft is attached to this contribution. 

2. Progress in IETF 

The first version of [akav2] has been published in IETF I-D directory. The draft does not belong to any specific WG, and it is supposed to proceed as individual submission. The draft has been announced to SIPPING mailing list in order to receive comments. 

After the previous SA3 meeting, Nokia has reviewed and commented the draft directly to Ericsson. The major comment was related to the scope of the draft, and on how closely AKAv2 should be tied to the use of TLS. The current understanding is that the since the use of any algorithm in the HTTP authentication framework with TLS includes the Man-in-the-middle problem, IETF should solve the general problem in some other work item. For this reason, Ericsson is not planning to change the current scope of the draft. 

The plan is to update the draft, and make the final submission to IANA as soon as possible. Currently, there seems to be one major change, i.e. adding a one-way hash function to AKAv2 password generation procedure. IANA will put the draft to Expert Review, and may also ask comments from SIPPING WG. Registration of new HTTP Digest AKA algorithm version number is expected within the next six months. 

3. Re-use of AKAv2 passwords

Re-use of AKA authentication credentials with several applications may be problematic because of potential synchronization failure problem. In practice, AKA authentication challenges need to arrive to USIM at specific order [TS 33.102]. Otherwise, USIM will consider the challenge old, and it will generate a synchronization failure message. 

There are several ways to overcome the problem, e.g. reserving different SQN spaces for different applications, trying to minimize the number of new interface towards HSS, or limiting the frequency of authentication. 

Ericsson would like to draft SA3 attention to one specific feature of HTTP Digest AKAv2 that may partly be used for solving the problem. That is, HTTP Digest password generated with AKAv2 is not limited to one time use only. The length of the passwords is significantly longer and has more entropy in AKAv2 than what is included in HTTP Digest AKAv1. 

[akav2] does not directly specify how the passwords are re-used in practice. However, according to HTTP authentication framework the passwords are not tied to the used algorithm, instead they are tied to the “username” and “realm” parameters. For this reason, SA3 could assume the following functionality from the UE:

· If the UE is challenged with HTTP Digest AKAv2, it should temporarily store the new password to be later used with the same “realm” and “username” later. 

· If the UE is challenged with normal HTTP Digest challenge using some ordinary algorithm, such as MD5, the UE should start using the “username” and password generated with HTTP Digest AKA for the same “realm”. 

· If the UE is re-challenged by HTTP Digest AKAv2, it will automatically generate a new password, and does not re-use the existing one.

It should also be noted that it would be very easy to define some 3GPP specific functionality for AKAv2 if needed. For example, AKAv2 could be used to assign the newly generated HTTP Digest passwords to a new “realm”. Using the similar principle, AKAv2 could be used to generate temporary end-user identity to the new “realm”. 

4. Conclusions

This document reported the progress of HTTP Digest AKAv2 in IETF. The work has progressed well, and in the next step the authors will initiate the registration process in IANA. Ericsson is not aware of any reason why the work would not progress well in the future as well. 

SA3 attention is also drawn to a feature of HTTP Digest AKAv2 of being able to re-use the passwords. This feature may help when the SQN synchronization failure problem is solved. 
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