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1. Introduction

This contribution concerns one issue in the attached pseudo CR for Protocol A, namely how the transaction identifier (TID) is transferred from BSF to UE in protocol A. Note this discussion affects only the step 11 in the attached pseudo CR.

In order to secure comminication between UE and NAF with key material bootstrapped from AKA, transaction identifier (TID) must be transferred from BSF to UE in the last HTTP response (200 OK) message (see [TS-SSC]).  This contribution lists two possible alternatives to transfer the TID: as a Content-Location header in the HTTP response headers and as an XML document in the HTTP response payload.

2. Discussion

2.1 HTTP Header: Content-Location

TID can be transferred using Content-Location header in the HTTP response. For example: 

HTTP/1.1 200 OK

Content-Location: /tid/123456

Content-Length: 0

Authentication-Info:

  qop=”auth”,

  rspauth="6629fae49393a05397450978507c4ef1",

  cnonce="0a4f113b"

The value of the Content-Location header value would be used by UE when it is accessing NAF and NAF would retrieve the session key (and possible additional subscriber profile information) from BSF using this value.

Pros and cons: 

+ simple

- headers are not integrity protected by HTTP Digest (hence qop=”auth”; server-authenticated TLS tunnel can be used to integrity protect the whole message)

2.2 XML document in HTTP response payload

TID can be transferred using HTTP Response payload, which would contain an XML document containing the TID. For example: 

HTTP/1.1 200 OK

Authentication-Info:

  qop=”auth-int”,

  rspauth="6629fae49393a05397450978507c4ef1",

  cnonce="0a4f113b"

Content-Type: application/3gpp-bsf+xml

Content-Length:

<?xml version="1.0" encoding="UTF-8"?>

<bsf xmlns="urn-to-xml-schema-of-3gpp-bsf"

    bsf-tid="base64 encoded TID"/>
Where the XML Schema definition could be:

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn-to-xml-schema-of-3gpp-bsf"

    xmlns:tns="urn-to-xml-schema-of-3gpp-bsf"

    xmlns:xs="http://www.w3.org/2001/XMLSchema"

    elementFormDefault="qualified"

    attributeFormDefault="unqualified">

  <!-- This import brings in the XML language attribute xml:lang-->

  <xs:import namespace="http://www.w3.org/XML/1998/namespace"

      schemaLocation="http://www.w3.org/2001/xml.xsd"/>

  <xs:element name="bsf" type="tns:bsf"/>

  <xs:complexType name="bsf">

    <xs:sequence>

      <xs:attribute name="bsf-tid" type="xs:base64Binary"/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>

The value of the attribute “bsf-tid” in “bsf” element would be used by UE when it is accessing NAF and NAF would retrieve the session key (and possible additional subscriber profile information) from BSF using this “bsf-tid” attribute value.

Pros and cons:

+ payload can be integrity protected by HTTP Digest AKA (hence qop=”auth-int”)

- content-type “application/3gpp-bsf+xml” must be registered by IANA

3. Proposal

We propose in the attached pseudo CR to use XML document in the HTTP response payload (section 2.2) to transfer the TID from BSF to UE because then the payload is integrity protected using HTTP Digest Authentication.
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