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***** Begin of Change **** 

Annex H (normative): 
The use of "Security Mechanism Agreement for SIP 
Sessions" [21] for security mode set-up 
The BNF syntax of [21] is defined for negotiating security associations for semi-manually keyed IPsec in the following 
way: 

 security-client  = "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism) 

 security-server  = "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism) 

 security-verify  = "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism) 

 sec-mechanism  = mechanism-name *(SEMI mech-parameters) 

 mechanism-name  = "ipsec- 3gpp" 

 mech-parameters  = ( preference / algorithm / protocol / mode / encrypt-algorithm / spi-c / spi-s / port1 port-c / 
port2 port-s ) 

 preference    = "q" EQUAL qvalue 

 qvalue     = ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] ) 

 algorithm    = "alg" EQUAL ( "hmac-md5-96" / "hmac-sha-1-96" ) 

 protocol    = "prot" EQUAL ( "ah" / "esp" ) 

 mode     = "mod" EQUAL ( "trans" / "tun" ) 

 encrypt-algorithm = "ealg" EQUAL ( "des-ede3-cbc" /  "null" )  

 spi-c      = "spi-c" EQUAL spivalue 

 spi-s     = "spi-s" EQUAL spivalue 

 spivalue    = 10DIGIT; 0 to 4294967295 

 port1port-c     = "port1port-c" EQUAL port  

 port2port-s     = "port2port-s" EQUAL port 

 port     = 1*DIGIT 

The parameters described by the BNF above have the following semantics: 

 Mechanism-name: For manually keyed IPsec, this field includes the value "ipsec- 3gpp". "ipsec- 3gpp" 
mechanism extends the general negotiation procedure of [21] in the following way:  

1. The server shall store the Security-Client header received in the request before sending the response with 
the Security-Server header.  

2. The client shall include the Security-Client header in to the first protected request. In other words, the first 
protected request shall include both Security-Verify and Security-Client header fields.  

3. The server shall check that the content of Security-Client headers received in previous steps (1 and 2) are 
the same.   

 Preference: As defined in [21]. 
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 Algorithm: Defines the authentication algorithm. May have a value "hmac-md5-96" for algorithm defined in 
[15], or "hmac-sha-1-96" for algorithm defined in [16]. The algorithm parameter is mandatory. 

 Protocol: Defines the IPsec protocol. May have a value "ah" for [19] and "esp" for [13]. If no Protocol parameter 
is present, the value will be "esp". 

NOTE: According to clause 6 only "esp" is allowed for use in IMS. 

 Mode: Defines the mode in which the IPsec protocol is used. May have a value "trans" for transport mode, and 
value "tun" for tunneling mode. If no Mode parameter is present, the value will be "trans". 

NOTE: According to clause 6.3 ESP integrity shall be applied in transport mode i.e. only "trans" is allowed for 
use in IMS. 

 Encrypt-algorithm: If present, defines the encryption algorithm. May have a value "des-ede3-cbc" for algorithm 
defined in [20] or "null" if encryption is not used. If no Encrypt-algorithm parameter is present, the algorithm 
will be "null".  

NOTE: According to clause 6.2 no encryption is provided in IMS. 

 Spi-c: Defines the SPI number of the inbound SA used for inbound messages at the protected client port. 

NOTE:  The SPI number will be used for outbound messages for the entity which did not generate the "spi" 
parameter 

 Spi-s: Defines the SPI number of the inbound SA at the protected server port. 

 Port1Port-c: Defines the protected client port destination port number for inbound messages that are protected. 

 Port2Port-s: Defines the protected server portsource port number for outbound messages that are protected. If no 
Port2 parameter is present it is set to be a wildcard by the receiver. 

It is assumed that the underlying IPsec implementation supports selectors that allow all transport protocols supported by 
SIP to be protected with a single SA. 

 

 

 

***** End of Change **** 
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