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1. Overall Description of Support for subscriber certificates
SA3 are currently evaluating the architecture implementing “support for subscriber certificates” work item. It includes two new function entities BSF (bootstrapping) and NAF (network application), among the others. BSF and NAF communicate over the D interface; BSF and HSS communicate over the C interface. In their earlier LS (S3-030131) SA3 informed CN4 that SA3 consider reusing the Cx specifications in D interface. Now SA3 would like to update CN4 with the lists of identified requirements on the two interfaces, as well as the attached contributions that attempt to establish an initial studying. It should be noted that the names of the C and D interfaces are for temporary use only and proper names could be provided at later stage when concept is more mature.

Requirements on protocol C copied from attached S3-030241: 

The BSF is able to

· Communicate securely with a HSS.

· Send Authentication Vector information request to the HSS.

· Send optional User Profile request to the HSS.

· Send Authentication Vector information to the BSF.

· Send User Profile to the BSF. 

· Preferably the HSS does not need modifications to support bootstrapping. 

· All procedures are initiated by the BSF.

Requirements on protocol C copied from attached S3-030282: 
· NAF is able to communicate securely with a subscriber’s BSF.

· NAF is able to send a key material request to the BSF.

· BSF is able to send the requested key material to the NAF. 

· NAF is able to get the subscriber profile from BSF. 

2. Overall Description of Security issues of Presence Capability
Meanwhile, SA3 work on another work item, Security issues of Presence Capability under which HTTP protocol is used over interface Mt between the UE and the SIP Application Servers cloud. This would require the UE authentication over HTTP. One potential solution introduces a new network entity that is completely trusted by the IMS sub-network, namely Authentication Prox/Authenticator, to communicate with HSS for fetching AKA Quintet challenge. The solution could also variant to fetch a subset of AKA Quintet with only one session key. 

A figure is copied from an earlier contribution from earlier SA3 meeting (S3-020528) intends to give an whole architecture view of the solution. 
3. Overall Description of MBMS
SA3 is also working on the WI: Multimedia broadcast/multicast service (MBMS). It was proposed in SA3#28 (SA3 Tdoc S3-030248) as a conclusion that the authentication is done between the BM-SC and the UE. This implies that the Cx-interface may be utilized between the HSS and the BM-SC.

A figure is copied from proposal for SA3#28 (S3-030248) and intends to give an architecture view of the solution.
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4. Actions to CN4

ACTION 1: 
SA3 kindly ask CN4 to review the two attached contributions, and evaluate if they foresee any obstacle in reusing Cx for the C and D interface;

ACTION 2: 
SA3 kindly ask CN4 consider the feasibility of introducing Cx-lite interface between Authentication Proxy and HSS, and the possibility of adopting Cx protocol for Presence service;

ACTION 3: 
SA3 kindly asks whether CN4 sees any problems with using the Cx-interface between the HSS and the BM-SC in the MBMS architecture.

5. Date of Next SA3 Meetings

SA3 #29
15th July – 18th July 2003

San Diego, U.S.A

SA2 #30
7th October – 10th October 2003
tbd
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