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Abstract

This contribution raises a concern of a potential denial of service attack arising in 33.203 because an I-SCF clears registration information upon network authentication failure.       

Network authentication failure in TS 33.203

The concern is raised of a possible denial-of-service attack arising from 6.1.2.2 of TS 33.203 causing the I-CSCF to clear registration information of a legitimate, registered IMPI: an attacker attempts to register, responding with an SM7 purporting to be the legitimate user and indicating an AuthenticationFailure. (Note as per 7.3.1.2 that integrity protection is not applied in the event of Network authentication failure as the UE cannot derive an IK.) The I-CSCF proceeds to clear any registration information related to the legitimate IMPI.

Therefore, the I-CSCF should not clear registration information in the event of Network Authentication Failure.
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