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1. Introduction
Prior to receiving IM services, the user has to register with the IMS as described in the documents TS 24.229 and TS 33.203. There are three functions that are performed during the initial registration, i.e.:

1. Mutual authentication between the subscriber and the network (i.e., UE and S-CSCF),

2. Establishment of Security Association  (SA) between the UE and P-CSCF, and

3. Conveying the UE contact information to the S-CSCF indicating where the subscriber can be reached.

The scheme for mutual authentication and key agreement in the IMS is IMS AKA, and the associated challenge/response procedure is described in the documents TS 24.229 and TS 33.203. The procedure of setting up the SA between the UE and the P-CSCF is described in the document TS 33.203. The mechanism to convey the contact information (IP address or FQDN, port number, and transport protocol) for the indicated public user identities is described in the document TS 24.229. It should be mentioned that all three functions listed above are performed concurrently during the initial unprotected registration, subsequent challenge (401 response), and followed by the protected re-registration. 
2. Discussion
2.1 Problem Statement

The document TS 33.203 identifies which SA parameters are negotiated between the UE and P-CSCF. At the UE or P-CSCF, the Security Parameter Index (SPI) that is locally allocated for the inbound Security Association  (SA), will, in conjunction with the destination IP address and security protocol, uniquely identify to which SA the incoming IP packet pertains. In addition, the document TS 33.203 also identifies the "selectors" that should be employed when handling the inbound and outbound IP packets, and selecting the proper SA. The identified "selectors" are: the source and destination IP addresses, transport protocols that share the SA, and source and destination ports.  These "selectors" are bound to a SA. For example, prior to sending the SIP message to the P-CSCF, the UE uses the "selector-values" as a pointer to the table (e.g., Security Policy Database) that specifies which SA should be employed when sending the message. Likewise, for the incoming IP packet arrives at the UE on a given incoming SA, the UE uses the "selector-values" as a pointer to the table (e.g., Security Policy Database) to verify that the proper SA was used. Subsequently, the message is delivered to the indicated port at the UE. The same procedure applies at the P-CSCF.

When a new SA is established in the UE (in addition to the old SA), new "selector-values" have to be bound to the new SA. However, since the document TS 33.203 assumes that the source and destination IP addresses, transport protocols, and P-CSCF's (protected) port, are fixed during the duration of UE registration, the only remaining "selector" that can be employed to identify the new SA is the local port in the UE. Therefore, the document TS 33.203 mandates that a new (different) local port number in the UE is assigned to point to the new SA. Likewise, when the P-CSCF sends an IP packet to the UE, it will, by specifying the UE's port number, indicate which SA was used to transfer the IP packet. Hence, the TS 33.203 document states: 

     "For each security association, the UE assigns a local port to send or receive protected messages to and from the P‑CSCF ("protected port")……….The port number is communicated to the P‑CSCF during the security mode set-up procedure, cf. clause 7.2. When the UE sends a re-REGISTER request, it shall always pick up a new port number and send it to the network. If the UE is not challenged by the network, the port number shall be obsolete." 

However, if the UE is challenged, the new port number will identify the new SA.

The S-CSCF may authenticate an already registered user at ant time by requesting the UE to initiate a re-registration procedure. Every registration that includes a user authentication attempt produces new SAs. If the authentication is successful, then these new SAs and associated local port at the UE (new "protected port") will replace the previous SAs and associated local port (old "protected port").

The mechanism described in the document TS 33.203, where each re-authentication results in new local port (new "protected port") at the UE, has a very serious side effect. The SIP protocol employs "source routing" mechanism. Since SIP assumes that the proxies along the routing path may be stateless, the SIP endpoints (i.e., user agents) must specify the entire route and the final target (IP address or FQDN, and destination port) of each request. Whenever, the final target (i.e., (IP address or FQDN, or destination port) for the registered user has changed, this information must be "globally disseminated." Hence, every re-authentication of the registered user specified in the document TS 33.203, will result in an " avalanche of SIP level messages" sent by the SIP level application in the UE. The following activities will be triggered:

1. The UE has to re-register all currently registered public user identities specifying new contact information (IP address or FQDN, new port number).

2. For each current dialog with associated multimedia session, the UE will have to send a re-INVITE request specifying new contact information (IP address or FQDN, new port number).

3. The UE will have to be re-SUBSCRIBE with all notifiers to inform them about the new contact information (IP address or FQDN, new port number).

4. The UE will have to re-subscribe to its registration-event package with the S-CSCF to inform the S-CSCF about its new contact information (IP address or FQDN, new port number).

5. Every re-registration (as indicated in 1. above) will cause the S-CSCF to send a NOTIFY request to all entities that have subscribed to the UE registration-event package (e.g., P-CSCF).

6. For Release 6, since it supports presence service, presence notification has to be sent to all watchers every time that the UE contact changes.  

There are additional problems that may be caused by the indicated procedure. For example, when the UE responds to the challenge (i.e., 401 response), with the re-register request which port should it specify in the Contact header? The new port should not be specified, since this port should be used only if the new SA has been successfully established and the UE has been authenticated. However, if the old port was specified, and the 200 OK indicate that the new SA has been successfully established and the UE has been authenticated, then the S-CSCF will have to be informed about the new port through an additional registration.  

2.2 Proposed Solution

To avoid the problem stated above it is proposed that the source ports be used as a "selector" to identify the associated SAs. The successful re-authentication, in spite of establishing a new SA, shall not result in assignment of new incoming port number at the UE. The following approach is proposed:

For each SA, the UE assigns an inbound local port (UE_inbound port), and an outbound local port (UE_outbound port) to send or receive protected messages to and from the P‑CSCF. The UE_inbound port number is different then the UE_outbound port number. The UE_inbound port number and the UE_outbound port number are communicated to the P‑CSCF during the security mode set-up procedure (in the Security-Client header). When the UE sends a re-REGISTER request, it shall always pick up a new UE_outbound port number and send it to the P-CSCF. If the UE is not challenged by the network, the UE_outbound port number shall be obsolete. When the UE sends a re-REGISTER request that is triggered by the re-authentication, the UE_inbound port is never modified.

For each SA, the P_CSCF has a fixed inbound local port (P-CSCF_inbound port), and assigns an outbound local port (P-CSCF_outbound port) to send or receive protected messages to and from the UE. The fixed P-CSCF_inbound port number is different then the P-CSCF_outbound port number. The fixed P-CSCF_inbound port number and the P-CSCF_outbound port number are communicated to the UE during the security mode set-up procedure (in the Security-Server header). When the P-CSCF sends a 401 response to the UE, it shall always pick up a new P-CSCF_outbound port number and send it to the UE. 

The source port in the received IP packet (that contains the P-CSCF_outbound port number) shall identify the SA at the UE. The source port in the received IP packet (that contains the UE_outbound port number) shall identify the SA at the P-CSCF. The UE and P-CSCF shall insure that the response is always sent using the same SA on which the request was received. 

3. Proposal
It is proposed that the SA3 WG discussed the identified problem, and adopts the SA set-up procedure proposed in this contribution. The companion CR provides the necessary changes to reflect the proposed procedure.
