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4.5.2 IMS related

The following working assumptions related to Presence have been defined:

1) Peu: Existing IMS security architecture fulfils the security requirements related to integrity protection, replay protection and anonymity. 

2) Ph: No additional security requirements. 

3) Pi: No additional security requirements.

4) Pc: No additional security requirements.

5) Pg: No additional security requirements.

6) Pk: No additional security requirements.

7) Pl: No additional security requirements.

8) Pw: Existing IMS security architecture fulfils the security requirements related to authentication, integrity protection and replay protection. 

9) Peu & Pw: IMS needs to be enhanced by IPsec encryption between UE and P-CSCF in order to fulfil the confidentiality requirement. 

10) Pw: IMS is enhanced by a security mechanism for the Watcher to request anonymity.

[Editors Note: The solution must be able to guarantee that confidentiality can be provided also for the case in which Release 6 UE is communicating with Release 5 P-CSCF. Alternatively, the presentity must be able to decide whether the notifications can be sent to a wathcer that does not have confidentiality protection. This is FFS.]

The following interfaces are left FFS: 

1) Pex: Security between PEA and external information source should be further studied. 

2) Pex, Peu & Pen: Threats and potential solutions for false presence information inside the network should be further studied.

3) Peu & Pw: The degree of anonymity provided by ‘anonymous IMPU’ should be further studied. 

4) Peu & Pw: Ability of non-IMS accesses (e.g. WAP/SMS/WV) to fulfil the security requirements should be further studied.

5) Pw: The Presence Server may need additional mechanism for authenticating the Watchers. For example, the Presentity may provide passwords for Watcher authentication. 

6) Pw: The Presentity may need additional mechanism for authenticating the Watchers. For example, the Watcher may provide a token or electronic signature for authentication.

7) Pw: IMS may need to be enhanced by a security mechanism for the Watcher to request anonymity.

8) Pw: IMS may need to be enhanced by an authentication mechanism between the Watcher and the Presence Server

6.1.3 Subscription authentication 


The Presence Server shall authenticate the subscription requests originated from Watchers if required in the Subscription Authorization Policy. The Subscription Authorization Policy shall indicate the method and credentials used in authentication.
8.1.4
Subscription authentication mechanism 

Subscription Authorization Policy may require that the Presence Server must authenticate the Watchers during the subscription phase. The Subscription Authorization Policy shall define which authentication method and credentials are used in the authentication. The following mechanisms shall be supported: 

· HTTP Digest 
NOTE: 
Distribution of HTTP Digest passwords is outside the scope of this specification. There are many known solutions, e.g. the presentity can take responsibility of the key distribution, or the watchers may need to register to Presence Servers via HTTP. 
 [Editors Note:  The use of HTTP Digest AKA is FFS: 

· HTTP Digest AKA: If the watcher belongs to the same home network than the presentity, HTTP Digest AKA could be used for authentication. In this case, the related session keys IK and CK would also be available for end-to-end integrity and confidentiality protection if needed. Note that it is also possible to change the IMS/Presence security architecture in the way that all subscriptions are always routed via the Presence Server, and that the communication between the IMS sub-domains is done only between the Presence Servers. 

· 
· 
· 
]
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