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1. Introduction

This document discusses security solutions for IMS/Presence Mt interface. The solution based on HTTP Digest AKAv2 is further developed, and comments from SA3 are requested. 

2. Alternative solutions

SA3#27 agreed on the following working assumption related to HTTP security: 

· TLS is the preferred mechanism for protecting the Mt interface 

· Authentication solution should be based on the re-use of AKA 

· Interleaving attack related to some scenarios should be further analyzed and eliminated 

Ericsson, Nokia and Siemens have presented several alternative solutions that are based on TLS and the re-use of AKA (see examples in Table 1). 

	Solution 
	Referred to in

	1) Re-use of IMS registration 
	S3-030056 (Siemens) 



	2) Bootstrapped short-lived subscriber certificates
	S3-030060 (Nokia) 

	3) Bootstrapped HTTP Digest 
	S3-030060 (Nokia) 

S3-030056 (Siemens) 

	4) Combined HTTP Digest AKA & HTTP Digest 
	S3-030060 (Nokia) 

	5) HTTP Digest AKAv2 
	S3-030069 (Ericsson) 

S3-030084 (Ericsson) 

S3-030060 (Nokia) 


Table 1: Alternative solutions 

Ericsson has evaluated the proposed alternatives and would like to state the following on them: 

· HTTP Digest AKA versus Subscriber certificates: Since there will most likely be Mobile Operators that would only like to use AKA in Mt interface, it is not realistic to assume that the solution could be based only on subscriber certificates. For this reason, the starting point for solution 2) in Table 1 should be that subscriber certificates can only be an optional solution for Mt interface. 

· Communication with HSS: All other solutions except 1) need to solve the problems related to communicating with HSS. This problem can be solved by introducing a new 'Cx-like' interface either directly between the Application Server or via the 'bootstrapping function'. On the other hand, if the new ‘Cx-like’ interface is not created, the solution is automatically limited to IMS access and does not solve the more general problem of allowing the re-use of AKA for communicating with Application Servers. 

· Architecture: All proposed solutions include many architectural issues that are not in the responsibility of SA3. Furthermore, the proposed solutions differ in the degree of interdependencies with other organizations (e.g. IETF), other work items (e.g. subscriber certificates), and other systems (e.g. IMS). Ericsson believes that security is one of the criteria when the final solution is chosen. There are still other important criteria such as architecture, time frame, scope of the solution and re-usability will also play an important role in the end. 

3. HTTP Digest AKAv2

Ericsson currently believes that HTTP Digest AKAv2 used with TLS will provide the smoothest migration path from current IMS security to more general re-use of AKA with Application Servers. This approach does not include interdependences to other work items (such as subscriber certificates), and is also able to solve the more general problem than just providing access to one Application Server (what is the case with IMS specific solution). For these reasons, Ericsson has started the process of solving the “interleaving attack” related to HTTP Digest AKAv1 in IETF. 

Ericsson has already documented the solution in an Internet-Draft (see attached document), and intends to submit it to IETF soon after finishing the discussions with some IETF experts. The current version is based on the following principles: 

1) The solution registers a new HTTP Digest AKA algorithm version. 

2) The solution does not change AKAv1 in any other way except that the password used in HTTP Digest is (RES||IK||CK) instead of (RES). 

There would have been other ways of solving the problem such as trying to re-use the “service specific data” parameter in the AKAv1 or building additional features to control the authenticator as suggested in [S3-030084] for example. However, the chosen solution introduces no changes to the existing HTTP Digest AKA framework, and is assumed to be accepted by IETF in a relatively short time frame. 

Registration of new HTTP Digest AKA algorithm versions could be issued by IANA based on Expert Review. However, IANA will quite often want to know the opinion of the WG related to the IANA registry if that WG is still active in IETF. In the case of HTTP Digest AKA, the relevant IETF WG, i.e. SIP or SIPPING, is still active. 

SA3 is asked to analyze the proposed solution in the attached document. In particular, SA3 is asked to review section “5.2 Session Protection”, and evaluate if the use of both IK and CK as the HTTP Digest password is appropriate. Alternatively, the passwords could include only one of the session keys just in case some attacker is able to break the HTTP Digest authentication algorithm in the future. In this case, the remaining session key could still be used to protect the traffic. 

4. Solution 

Solution is based on architecture originally presented by Nokia in SA3#25 in [S3-020528]. HTTP traffic between the UE and Application Server (or an Authentication Proxy) is protected using TLS server side authentication. HTTP Digest AKAv2 is used to authenticate the UE. A new ‘Cx-like’ interface is needed between Application Server (or Proxy) and HSS. Figure 1 demonstrates how the architecture related to HTTP Digest AKAv2 solution would look like in 3GPP Presence Mt interface. It is assumed that the new Cx-like interface is relatively easy to be developed since many details can be directly copied from IMS/Cx. Note also that if a Proxy performs the authentication (instead of an Application Server), it may be possible to access several Application Servers in the Home Network using the same underlying security. 
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Figure 1: Architecture with HTTP Digest AKAv2 and TLS

5. Conclusions

Ericsson has continued the work related to HTTP Digest AKAv2 and TLS based solution for Mt interface. It is perceived that this solution provides the best migration path from current IMS security to more general re-use of AKA with Application Servers. SA3 is asked to provide comments and feedback for this solution, and the work done in IETF on HTTP Digest AKAv2 (see attached document). 

The proposed solution is able to provide access security to several Application Servers as proposed by SA2 in [S3-030193]. The solution is also independent of IMS registration. The dependency of AKAv2 specification work with IETF is not seen as a big risk since AKAv2 is not a new protocol but an extension to an existing one. 

Ericsson is not aware of any negative impacts that would be related to the use of proxy in the Mt interface as asked by SA2 in [S3-030210]. 

SA3 should consider sending liaison statement to CN4 and SA2 on potential new Cx-like interface if AKA is re-used for Mt interface. 
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